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KOHTPOJ1b SAXULWEHOCTI BE3NPOBIAHUX KOMITIOTEPHUX MEPEX

Y ecmammi posensioaemuvcsi piwienns 3adaui opeanizayii KOHMPOIO 3aXUWEHOCME 8Y371i6 Oe3NPOSIOHOI KOM-
n'tomepHoi mepedici, sike 6azyemMvbCsi HA BUKOPUCMAHKI anapamy meopii Hewimkux muoxcut. Ocobausicmo 3anpono-
HOBAHO20 NIOX00Y NOJS2AE 8 MOMY, WO 8PAXOBYEMbCA OUHAMIMHUIL Xapakmep 0e3npo8ioHol KoMn 1omepHoi mepe-
orcl. Haoanuii 6 cmammi nioxio ciyorcime 0CHO80M0 0151 11020 A8MOMAMU3ayii, wjo 003604UMsb NIOSUWUMU epeKmus-

HICMb KOHMPOJIO 8Y371i6 | ONepamueHicims Oill AOMIHICMPAMOPA MepPeict.

Knwowuosi crosa: 6esnpogiona komn'romepna mepesica, mepmu, ypasmmeocnii, Heuimka 6a3a 3HaHb.

BecTtyn

OpHUM 3 KITIOYOBUX 3aBAaHb Y JOCATHEHHI HEOO-
X1JTHOTO piBHS OE3MEKH KOMIT IOTEPHHUX MEpPEX € opra-
Hi3alis i MPOBEACHHS KOHTPOIO 3aXHUINCHOCTI, KU
nependavyae TMOMIYK Ypa3iMBOCTEH y MPOTPaMHOMY Ta
anmapaTHoMy 3a0esrnedeHHi BY3JiB Mepexi. HeoOxin-
HICTh MOCTIHHOIO BUKOHAHHS ITONIYKY ypa3IMBOCTEH, 3
omHOro OOKy, OOyMOBIIeHa iX pI3KHMM 3pDOCTAaHHSIM —
TIIBKU 3a AeB'sTh Micsmie 2014 poky Oyio 3HaiIeHO
monaa 5000 ypasnuBocteidt (puc. 1), 3 iHmoro 00Ky —
301IBIIEHHSIM HIKiUIMBOTO MPOrPaMHOro 3a0e3IeyeHHs,
KIUJIBKICTB SIKOTO 3pocia Ha 76% y MOpiBHAHHI 3 MUHY-
JIUM POKOM, a MoOLIbHOTrO — Ha 112% [1].

KoHTponb 3axXHIIEHOCTI y KOMIT FOTEPHOI Mepexi
3MIACHIOETHCS aJIMiIHICTPATOPOM 3a JIOIIOMOIOI Mepe-

KEBUX CKaHepiB (ckaHepiB Oe3nexu) [2]. Ha nanuii yac
3alpONOHOBAHO ITIAXOAW BJIOCKOHAJEHHS KOHTPOIIO
3aXHIIEHOCTI MPOBIIHMX KOMII IOTEPHUX MEPEX, METOO
SIKMX € TIiIBUIIICHHS OMEPAaTUBHOCTI Ail agMiHicTpaTopa
Mepexi 3a paxXyHOK aBTOMAaTH3allii MPOoLeCy MiIrOTOBKH
1 TPOBEICHHS KOHTpoto 3axwuiieHocti [3, 4]. Ilpore,
aHaJIi3 BUIE 3a3HaYeHMX ITIXOJIB 10 OpraHizaii KOHT-
POJIO 3aXUIEHOCTI TOKa3ye, IO BOHU HE BPaXOBYIOTh
0COOJIMBOCTI OE3MPOBIIHUX KOMIT FOTEPHUX MEPEXK, X0ua
MIPOTHO3YETHCSI 3POCTAHHS YACTOTH 1 Pi3HOMAHITHOCTI
aTak caMe Ha MOOLIBbHI PUCTPOIL: I OE3MPOBIIHUX Me-
PEX BKE MOYaI aKTUBHO CTBOPIOBATH T'€HEPATOPH IIKi-
JUIMBHX JOJATKIB 1 MOIIMPIOBATH TOTOBI 3pa3Ky LIKiUTH-
Boro koxay [1]. TakuM yMHOM, BJOCKOHAJICHHS IPOLIECY
MPOBENCHHA KOHTPOJIO 3aXMIIEHOCTI OE3MPOBIIHUX
KOMIT FOTEPHUX MEPEX € aKTyaJIbHOIO 3a/1a4yelo.

Application Vulnerabilities Reported
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Puc. 1. 3pocranHs KiTBKOCTI 3HaH/IEHUX YPa3JIUBOCTEH

OcHOBHa YacTuHa

[TpUHIUIIOBUMH  OCOOJIUBOCTSMHU ~ O€3POBITHOT
KOMIT FOTEPHOI MEPEKi, 110 OKa3yIOTh CYTTEBUI BILIHMB
Ha OpraHi3aIlifo KOHTPOJIIO 3aXHIICHOCTI, € TaKi:

— TEBHHMU CTyIEHb aBTOHOMHOCTI BY3J1a, KO)KEH
BY30JI ITPALIOE BiJl CBOI'O BIACHOTO [DKEPENa KHUBJICHHS,

aKyMYJIATOPHOI Oatapei, 3apsi sIKOi € OOMEKECHUM;

— SKICTh 3B’SI3Ky Yy MEXaX 30HH IOKPHUTTS € 3a-
JISKHOIO BiJl 0araTboX yMOB i MOKE CHJIBHO 3MiHIOBaTH-
cs 'y MEXax 30HH;

— MOXJIUBICTh BY3JIIB MEPEKi BUIBHO pyXaTucs B
MEXKaX 30HH IOKPUTTS 1, HABITh, BUXOAUTH 33 MEXI1 30HH,
MOTPAIUISIOYH B MEPTBY 30HY», 1€ 3B'I130K BiJICYTHIH.
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[Nepmum KpoKOM MpuW OpraHizaiii KOHTPOJIO 3a-
XHIIEHOCTI BY3JIB MepexXi € BU3HAYEHHS IMOPSJAKY iX
MepeBipKH, SIKMA MOXKE BH3HAYATUCS BAXIIUBICTIO BY3-
nma. Jlus BU3HAYGHHS BAXKIMBOCTI BYy3Ja MPOBITHOL
KOMIT FOTEpHOI MepeKi 0yJIo 3amporoHOBaHO (haKTopH,
3HAYEHHS SIKUX CYTTEBO HE 3MIHIOBAINCH IS OKPEMOTO
BY3J1a MPOTATOM TpUBANOro uacy. Jlis By3na Oe3mpoBi-
JTHOT MepexXi, BpaxoByIOUi 3a3HaueHi BHUIIlE OCOOIMBOC-
Ti, pakTopH, IO BU3HAYAIOTH HOTO Ba)KJIMBICTh, HAaBIA-
K OyayTh 3MiHIOBaTHCS y 4aci. Jlo Takux ¢axTopis,
HAIIPHUKJIAJ, BiJHOCATHCS: aBTOHOMHICTh BY3Ja, SKICTh
3B’S3KY (3 OKPEMHUM BY3JIOM MEPEXi), OJM3bKICTh By3ia
IO «MepTBOT 30HIW» (IUITHKH MEPEKi, I 3B'I30K BiJCY-
THi#1) TOIIO.

Jlis ycninmrHOro BHUpIIEHHS 3aBAaHHS OpraHi3arii
KOHTPOJIIO 3aXHUILIEHOCTI 0e3NMpoBiHOI KOMI'IOTEPHOI
Mepexi poboTa CHCTEeMH Ma€ CIHpaTHCA Ha 3HAHHS 1
JIOCBiJI TPaMOTHOT'O aIMiHiCTpaTOpa, SIKi BiH 3aCTOCOBYE
i 4ac mpoBeAeHHs KOHTpomo. OTxe, pillieHHs TaHOoi
BBenemMo Tpu JIHTBICTUYHI 3MiHHI: «aBTOHOMHICTh BY3-
Ja», «SKICThb 3B S3KY» 1 «BaxIuBiCTH». st TepMm-
MHO)KUHOIO ~TIEPIIOi  JIHIBICTUYHOI 3MiHHOI Oyze
T, = {«1yxe HU3bKa», KHU3bKA», «CEPEIHS», KBUCOKAY,
«ayxe BUCOKa»}; apyrid — T, = {«ayKxe HesKiCHHI,
CHESAKICHUI», «CEpemHiiy, <«IKICHHI», «IyKe SKic-
HU» }; TpeTiit — T3 = {«IyKe HU3bKay», «HU3bKaY, «ce-
pemHs», «BHUCOKA», «ayXKe BHUCOKa»}. JIHrBiCTHYHI
3MiHHI «aBTOHOMHICTb BY3J1a» 1 «SKiCTh 3B’SI3Ky» € BXi-
JHUMHU 3MIHHHMH, a JIIHTBICTHYHA 3MiHHA «BaXKJIH-
BICTh» — BHXiJHa 3MiHHA. 3amamo (i3U4HI 3HAYCHHS
TEPMIB JJIs1 KOXKHOI JIIHTBICTHYHOI 3MiHHOI. 3MiHHA «aB-
TOHOMHICTB BY3J1a» MOX€e NpUiiMaTH 3Ha4eHHs Bix 0 10

AyHE H3Ka Hu3Ka

0.5

cepenHs

10 ronuH aBTOHOMHOI poOOTH By3Ja Bif JKepesa >KUB-
JIeHHsI. 3MIHHA «IKICTh 3B’S3Ky» MOXX€ NpUIMaTH 3Ha-
yenns Big 0 go 100%, «BaxxnuBicTb» — Bix 0 1o 1.

[obynyemo GyHKIIT TPUHATIEKHOCTI 111 KOXKHOTO
TepMy, KOXKHOI JITHIBICTUYHOI 3MiHHOI. [Ipu 11boMy 11st
BXI/IHMX 3MiHHHX 3aCTOCYEMO (PYHKIIi MPHHAIEKHOCTI
CTaHAapTHOTrO BHUAY: S-QyHKUisA, Z-¢pyHkuis, [1-¢pyHK-
uist (puc. 2 — 4), ans BuxigHOi 3MiHHOT — QyHKuis [ay-
cy.

—

1 2 3 4 5 8 7 & 9
Puc. 2. dyHKIii npUHAIEKHOCTI TEPMIB
JIIHTBICTUYHOI 3MiHHOI «aBTOHOMHICTB BY3JIa)
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Puc. 3. dyHKIiT npUHAIEKHOCTI TEPMIB
JIHTBICTUYHOT 3MIHHOI «SKiCTh 3B’SI3KY»
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Puc. 4. ®ynkiIii npuHAIEKHOCTI TEPMIB JIIHIBICTUYHOI 3MiHHOI «BasKITUBICThY

®dopMyBaHHS HEUiTKOI 0a3u 3HaHb, 32 JIONOMOT OO
sikoi OyJie 3/1iHCHIOBATHCS BU3HAYCHHS BYKIIMBOCTI BY3-
J1a, 3poOMMO Ha OCHOBI MPOMYKIIHHUX mpaBmiI. JlOIiib-
HICTh BHMKOPHUCTaHHS TPOAYKIIHHOI MOJENi OmHucy
3HaHb B CUCTEMax HEYITKOr'O JIOTIYHOI'O BHCHOBKY 00Y-
MOBJIIOETBCS. HEOOXIMHICTIO OONIKy Takol Ba)KIMBOL
cnemudiky poOOTH CHUCTEMH YIPABIiHHSI KOHTPOJEM

3aXHIIEHOCTI, K peajbHUI MaciuTad 4acy i 3py4HiCTbh
noAaHHs iHpopMalii Mpo mpouexypyu i yMoBU iX BHKO-
HaHHS. Bynp-sike mpaBmino B 0a3i 3HaHb MOe OyTH
MIPE/ICTaBJICHO TAKUM YHHOM:

SAKIIO (g € sT)TA(é € eé?), TO(u e uT),

ACE, €,U—3MIHHL, A € , € , U] —I1XJIIHIBICTHYIHI OIIHKH.
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JI71st 3pydHOCTI MPEeACTaBUMO MPaBUIA Y BUIIISII
Tabmuii (tabn. 1). 3arojoBKM CTOBIYUKIB — HAa3BH
TEpMIB JIIHTBICTHYHOI 3MiHHOI «aBTOHOMHICTh BY3JIay,

3aroJIOBKH  PS/IKIB
3MIHHOI «IKICTh 3B’3Ky». Ha mepeTwHi CTOBMYMKY i
PAIKY 3HAXOJUTHCS 3HAYEHHSI BUX1IHOI 3MiHHOT.

— Ha3BU TEPMIB JIHTBICTUYHOI

Tab6mus 1
[paBuia HediTKoOi 6a3u 3HAHB
Jy:xe HM3bKA Husbka Cepenns Bucoxa Hy:xe Bucoka
Hyxe HesikicHUI ZIy’K€ BUCOKa ZIy’K€ BUCOKa BHUCOKa cepeaHs HU3bKA
Hesikicaumii Jly’K€ BUCOKa BHUCOKa cepenHs cepenHs HU3bKA
Cepenniii BHUCOKa cepeaHs cepeaHs HU3bKA HU3bKA
SxicHui BHUCOKa HU3bKA cepeaHs HH3bKA Zy’Ke HU3bKa
Hdy:xe axicHuii cepenHs HU3bKa HU3bKa JTy’e HU3bKa JTy’e HU3bKa

[Ipurmyctumo, 110 MOTPIOHO BU3HAYUTH MOPSIOK IIPO-
BEJICHHS KOHTPOJIIO 3aXHUIICHOCTI OS3MPOBITHUX BY3JIIB,
SIKI TIPAIFOIOTh B MEXaX BHCTABKOBOI'O MaBLIBHOHY PO-
smipoM 60x60 M. PobGoTta 0e3mpoBiTHUX MPUCTPOIB 3a-
0e3MeUYyeThbCsd 5 TOYKAMHU JOCTYIY, PO3TAIOBAHUMHU
TaK, sIK TIOKa3aHo Ha pucC. 5.

[Mpuknan mpaBuia HEWiTKOI 0a3U 3HAHB:

Sxmo ABTOHOMHICTDH BVY3JIA = HU3bBKA
TA SKICTh 3B’SI3KY = HESKICHHUI, Tto0
BAXJIMBICTbD = IYXXE BUCOKA.

BukonaemMo MojenmtoBaHHsI pOOOTH CUCTEMH Hedi-
TKOT'O JIOTIYHOTO BHCHOBKY B cepenoBuiti MATLAB.

11c
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Puc. 5. Cxema po3rauryBaHHSA TOYOK JOCTYILY
Ta 0E3MPOBITHUX MPUCTPOIB B MEKaX BUCTABKOBOI'O NMABIIHOHHY

BBenemo BXinHI 3HAYECHHS IO Yep3i y mporpamy
neperisiay npaBuil (puc. 6) Ayl BUSHAYEHHSI BaYKJINBOC-
Ti BY3JIiB BiJIIIOBITHO JI0 TPaBHJI, OTPUMYEMO 3HAUCHHS,
110 Ha/aHi B TalI. 3.

BxigHi 3HayeHHs JIIHTBICTMYHMUX 3MIHHHX «aBTO-
HOMHICTh By3J1a» (AB) i «skicTb 3B’s3ky» (S3) ms po-
3TalllyBaHHS BY3JIiB, 3a3HAYCHOTO HA PHUC. 5, B OYATKO-
BUI MOMEHT Yacy HajiaHi B Ta0xI. 2.
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Tabnus 2
BxiaHi 3Ha4Y€HHS JIHIBICTUYHAX 3MIHHUX

1 2 3 4 5 6 7 8 9 10

AB 2 3 6 5 4 7 8 3 2 ?

513 20 75 45 60 40 50 10 25 50 15
Tabmuns 3

BaxmuBicTth By3I1iB

1 2 3 4 5 6 7 8 9 10

AB 2 3 6 5 4 7 8 3 2 9

A3 20 75 45 60 40 50 10 25 50 15

BaxnuBictb 0,748 0,253 0,252 0,5 0,506 | 0,252 | 0,252 | 0,748 | 0,5004 | 0,253
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JImst OCTaTOYHOTrO BU3HAYEHHS MOPSIKY IPOBE-
JICHHS KOHTPOJIIO MPHUITYCTUMO, III0 Y BHUIAAKY OJHAKO-
BHX 3HAUYCHb BaXKJIUBOCTI, MEpHIiM Oyae mepeBipATHCS
BY30J1 3 HaMEHIITMM IMOPSAKOBUM HoMepoM. Toi aHa-

Ji3 3Ha4YEeHb BaXKIIMBOCTI BY3JIIB O€3MpPOBiTHOI Mepexi,
OTPUMAaHUX B pE3yNbTaTi MOJEIIOBAHHS JI03BOJISE 3pO-
OWUTH HACTYIHUI BUCHOBOK CTOCOBHO TIOPSAKY ITPOBE-
JICHHSI KOHTPOJIIO 3aXHIIEHOCTI (Tab. 4).

Tabnuns 4
IMopsiaox IpoBeAeHHST KOHTPOJIIO 3aXUIIEHOCTI
Byzon 1 8 5 9 4 2 10 3 6 7
Baxmusicts | 0,748 0,748 0,506 0,504 0,5 0,253 0,253 0,252 0,252 0,252

OTxe, nepmuM Oy/ie TIepeBipeHui MepIIni By301,
MOTIM — BOCBMHH, Jajli — I’ sITHH TOMIO. SIKIIO mepeBip-
Ky By3Jla PO3II04aTO, TO BOHA HE IIEPEPUBAETHCS 10 1i
MOBHOT'O 3aKiHYEHHS 1 BY30J BUKIIIOYAETHCS 3 TONAIb-
LIOr0 YTOYHEHHS TOPSAKY TPOBEICHHS KOHTPOIIIO,
SIKMHA 3MIHCHIOETHCS 3 BU3HAYCHOIO MEPIOAUYHICTIO JIJIS
IHIIMX BY3JiB Mepexi. 1le HeoOXiqHO pOOHUTH TOMY, IO
0e3IpoBiTHa KOMII'IOTEPHA MepeXa € IyKe AWHaMid-
HUM
cepenoBuiieM. BracHukM Oe3MpOBIJHUX IIPHCTPOIB
MOXYTb IEePECyBaTHCS B MEXKaxX 30HU IOKPUTTS, BiJIO-
BiJTHO, 3B'SI30K 3 HUMU MOXE SIK TIOKpaIlyBaTHCsS, TaK i
noripiryBaTucsi. KpiM Toro, BOHU MOXYTh KOPHCTYBa-
TUCS JI0AaTKaMH, poOOoTa SIKMX 3HAYHO BIUIMBA€E Ha aB-
TOHOMHICTB TIPUCTPOIO.

BucHoBKMu

TakuM 4MHOM, B pOOOTI PO3TIISNAETHCS PILLICHHS
3a/1a4i opraHi3amii KOHTPOJIIO 3aXHIICHOCTI BY3JIiB 0e3-
MPOBiTHOT KOMITTOTEpHOI Mepexi. PimenHs 3agaui Bu-
3HAYEHHS MMOPSIKY KOHTPOJIO 3aXUIIEHOCTI BY3JiB 0e3-
MIPOBITHOT Mepesxi 0a3yeThCs Ha BUKOPHCTaHHI anapary
Teopii HEUITKMX MHOXHH.

Oco0MBICTh 3aIPOINIOHOBAHOTO ITIXOIY ITOJISTAE
B TOMY, 1[0 BPaXxOBYEThCS AWHAMIYHUI Xapakrep Oe3-
MIPOBIAHOT KOMIT IOTepHOI Mepeki. Hamanuit B craTTi
X1 PIICHHS 3aJia4i BU3HAUYCHHS KOHTPOJIIO 3aXHIIle-

HOCTI BY3J1iB O€3MPOBITHOI KOMITIOTEPHOI MEpexi CIy-
KITh OCHOBOIO JUIsl 1Oro aBTOMAaTU3allii, 1o J103BOIUTH
MiABUIINTH €()EKTHBHICTh KOHTPOJIIO BY3JIB 1 onepaTu-
BHICTb Zifi aIMIiHICTpaTOpa MEPExKi.
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KOHTPOIJ1b 3AWLULLEHHOCTHU
BECMPOBOAHbIX KOMMNbIOTEPHbLIX CETEN

A.H. IOqun, 10.U. Xnamoana

B cmamve paccmampusaemcs peuwienue 3a0a4u opeanu3ayuy KOHMpOIs 3aWunjeHHoCmu Y3108 6ecnpo8oOHOt KOMNbIO-
MEPHOIl cemu, OCHOBAHHOE HA UCNOTb308ANUY ANNAPAMA MEOPUU Heuemkux MHodcecms. OcobeHHOCHb NPEONONCEHHO20 NOOXO-
0a 3aKII0Yaemcs 8 MoM, Ymo y4umvleaemcs OUHAMUYECKUl Xapakmep 6ecnpoooHoll Komnviomephotl cemu. Ilpedcmaenennbviii
6 cmamve nooxXo0 CIYHCUM OCHOBOU Ol €20 ABMOMAMU3AYUL, YO NO360UM NOGLICUMY IPPHEKMUSHOCL KOHMPOLSL Y3TI06 U
onepamugHocnb 0eticmeuti AOMUHUCTPAmopa.

Kniouegvie cnosa: 6ecnpogoonas komnviomepnas cemv, mepmbul, YA36UMOCIY, HeYyemKkas 6a3a 3Hanull.

MONITORING THE SECURITY
OF WIRELESS COMPUTER NETWORKS

AN. Yudin, Yu.I. Hlaponin

In the paper the solution of the problem of security control node wireless computer network, based on the use of the appa-
ratus of fuzzy sets. The peculiarity of the proposed approach is taken into account the dynamic nature of the wireless computer
network. Powered article in approach is the basis for its automation that will improve the effectiveness and efficiency of control
nodes Action Network Administrator.

Keywords: wireless computer network terms, vulnerability, fuzzy knowledge base.
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