®OPMYBAHHS MIEPCOHAJII30OBAHOI'O OCBITHBOI'O
MOBLIBHOI'O OCBITHHOI'O CEPEJIOBHIIIA HA OCHOBI
KOHIEMNIIII BYOD

IBuenko €.1.,x.1.H., noneut, boxko B.1.

3pocTaHHs KITBKOCTI MOOIIRHUX MPHUCTPOIB, TIOSBA HOBUX JOJIATKIB,
3pOCTaHHsl 00CATY 1 WIHHOCTI 30€epiraloThCsl Ha LUX MPUCTPOSX JaHUX
CTaBUTH NEpe]] HABYATbHUMU 3aKJIAJaMHU PSIJT HOBUX TUTaHb:

— 1o pobutm 3 MOOUTEHMMH TIPHUCTPOSMH CITIBPOOITHHKIB Ta

CTY/ICHTIB?

— Sl ynpaBisiTH KOHTEHTOM?

—  JSIx 3a06e3meunTH 3aXUCT JaHUX?

I[Mpu 1BOMY Tepen HaBUAILHUMH 3aKjiaJaMH TOCTAlOTh TaKi
npobaeMu:

— 3a0e3MeveHHs [eHTPAITi30BaHOTO YIPABIiHHS HaJaIITYBaHHIMHU

MIPUCTPOIB IiJ] KEPyBaHHIM pizHUX oneparniitHux cucteM (OC);

— 3abesmeueHHs Oe3meku iHpopmanii npu i mepemaui Ta

30epiranHi;

—  CBO€YACHE OHOBJICHHSI MPOrPaMHOI0 3a0€3MeUeHHS;

—  MOXITUBICTh BUKOPUCTAHHS SIK KOPITOPATUBHUX MPUCTPOIB, TaK 1

MPUCTPOIB, SKI IPUAOaHI KOPUCTYBAUYAMU;

— MiATpUMKa KOPHCTYBadiB.

3 TOYKHM 30py OpraHizaiii eIeKTPOHHOTO HABYaHHS BIPOBAKCHHSI
konueniii BYOD (Bring your own device) B mpakTHKy HaBYaJbHOTO
3aKyajy 3HaMeHye c00010 (akTHUHE CTBOPEHHS IEPCOHAI30BAHOIO
MOOLUTEHOTO OCBITHBOTO CEpPEIOBHUIIIA.

Bnposaxennst npunmumiiie BYOD Tsarue 3a co0oro:

—  301JbIIIEHHS MOTHUBAIIIT 1 3aI[IKaBJICHOCTI CTY/ICHTIB;

— 3a0e3Me4yeHHs] PO3IIUPEHOro JOCTYIy JI0 OCBITHIX pecypciB

BH3;

— 3a0e3nedyeHHs CIUTBHOI HABYAIBHOI MISUNTBHOCTI CTYJEHTIB B

ayUTOPIsX.

Hespaxkatoun Ha Oe3niy BUHWKaouux mpodiem, korenmis BYOD
(Bring your own device) 3aBoiioBye Bce Oimbllie TO3UINA B
YHIBEPCUTETCHKOMY CepeloBHII. THM YacoM, HOBI MOXKIHUBOCTI
HEMUHYYE IOB'3aHi 3 HOBUMH HeOe3leKaMHu, 1 3aJy1d iX HeWTpaizallii,
HaBYaJIbHUH 3aKjiaj] MMOBUHEH MPHUAUIATH Ouiblie yBaru (HOpMyBaHHIO
e(EKTHBHOTO 3aXHIIEHOTO MOOITHHOTO CEpeIOBHUINA Ha OCHOBI TaKhX
TEXHOJIOTIH fK:

— Mobile Device Management (MDM) - ynpaBiiHHS MOOITBHUMH

MIPUCTPOSIMHU,



— Virtual Desktop Infrastructure (VDI) - crBopenns Ge3meuHmx
BIpTyaJIbHUX POOOYHX MICITh;

— Mobile DLP - mportuaist Butokam irdopmariii gepe3 MoOLIbHI
TIPUCTPOT.

Buninsgiote  KiTbka — KJIIOYOBHUX  OCOOJMBOCTEH  opraHizaiii
0E3IMeYHOr0 IePCOHABHOTO MOOITEHOTO CEPEIOBHUIIIA.

Ha erami BBeieHHS B €KCIDTyaTaIliio 1€ - KOHTPOJIbOBAHA aKTHBAIIiS
JOCTYIy; VyHpaBliHHS KOHQIrypauisiMu (aBTOMaTH4YHE TOIIUPEHHS
ycTaHoBoK  enektponHoi momtr, VPN, Wi-Fi); kopnopaTuBHmii
MarasH JOJATKiB; PpETYJTIOBaHHS IOIINUPEHHS YHIBEPCHUTETCHKOTO
KOHTCHTY.

Besneune ympaBnmiHHS MOOIIBHUMH TNPHUCTPOSIMH K  TpaBHiIa
BH3HAYa€: HEOOXIMHICTP PperyisipHoi 3BITHOCTI 1  OMOBIIIEHB;
BUKOPDHCTaHHS YITKO BH3HAYCHHWX TMOIITOBUX CEPBEPIB; €aWHE
ynpasiniaas s Beix OC; eauHy KOHCONb ISl BCIiX THITB MPUCTPOIB;
MaciTaboBaHy apXiTeKTypy.

3axXuCT MaHUX TPHU IOCTYII IO 3arallbHOYHIBEPCHTETCHKUX PECYpCiB
nependavae;  poO3MEKYBaHHS — JIOCTYHy JO pecypciB 3 OOKy
KOPIIOPaTHBHOI Mepexi; IMUQpyBaHHS MEpeAaHnX [aHHUX; IMOCUICHY
aBTeHTH(]IKAI[iI0; KOHTPOJb TAHUX, 10 3aBAHTAXKYIOTHCS HA TPUCTPOI.

Jus  HelTpamizamii BHHHKAIOYMX 3arpo3 BUIUISIIOTh HACTYIIHI
OCHOBHI HanpsMKH 3aXHCTY:

— po3poOka Ta peami3allis opraHizamiiHUX MOJITHK BUKOPHUCTAHHSI

MOOLUTEHUX TIPUCTPOIB;

— 00K 1 yIIpaBJiHHS IPUCTPOSMH;

—  pO3MexXyBaHHS 1 KOHTPOJIb JOCTYITY JIO IPHCTPOIO;

— 3axXUCT KpPUTHYHUX  JaHWX, 10 30epirarotecs  abo

00pOOIIOIOTHCST Ha IPUCTPOT;

— aBTeHTH(]IKallis Ta 3aXUCT JaHUX NpU  JOCTYIi  JIO

YHIBEPCUTETCHKUX PECYPCIB.

[Ipu wpomy, o0OMIK 1 YHpaBIiHHSA TPUCTPOSIMH MaE€ Ha YyBasi
IHBEHTapu3allil0o Ta OOJIK TMPHUCTPOIB, MOHITOPUHT MPUCTPOIB,
LEHTPaJIi30BaHe pe3epBHE KOIIIOBAHHS, MAKCUMaJIbHY aBTOMAaTH3aLilo,
BUKOPHCTAHHS ITPYIOBUX HAJIAIITYBaHb/ONITHK.

Hapasi Bce Oiybllie HaBYAJbLHUX 3aKJaJiB HaMaralOThCs BBECTH B
OpraHi3oBaHe PYyCJIO BCE Pi3HOMAHITTS BUKOPHUCTOBYBAHUX CTYICHTAMH
Ta CHiBpOOITHUKaMU IMPHUCTPOIB IUISIXOM LEHTPai30BaHOI YCTaHOBKH
MDM-znoxaTkiB i Ik MPaBWIO OPraHi30BaHE TAKUM YHHOM MEPCOHAIbHE
MOOUTBHE OCBITHE CEpEIOBHINE JIO3BOJSIE 3a0e3MeYuTH e(PeKTUBHY
peamizamiro konuentiii BYOD B HaBuaibHOMY 3aKJIaii.



