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PE®EPAT

3anucka: 47 c1p., 41 Pucynok, 1 nomarok, 23 mxepena.

BECUIbHMI ITHTEPHET-MATA3MH, BEB-JIOJATOK, REST API,
AYTEHTUOIKALLA, YITPABJIIHHA 3AMOBJIEHHAMN

O0’ekT po3podkM — BeO-10/1aTOK IHTEPHET-MAra3uHy BECUTBHUX CYKOHB,
KOCTIOMIB Ta aKCeCyapiB 3 MOBHUM LIUKJIOM O(OpPMIICHHS 3aMOBJICHb.

Mera poGorm — po3poOka BeO-AOAATKy, IO JO03BOJIIE KOPUCTyBauaM
NeperisgaTi KaTajaor TOBapiB, GOpMyBaTH KOLIUK, OQPOPMIIIOBATH 3aMOBJICHHS Ta
KEepyBaTU 0COOMCTUM KaOIHETOM.

Metonu aociigkeHHss Ta iHopMmamiiiHe 3a0e3le4eHHs] — CEPEIOBUILE
po3po6ku Visual Studio Code, moBa nporpamyBanHst TypeScript, 6i6mioTexa React,
dbperimBopk Nest]JS, ORM Prisma, CYB/] PostgreSQL, incTpymeHT 30ipku Vite,
010mioTeka kommoneHTiB Material Ul

PesyabTaTn gocaigaxeHHs. Y Mexax poOOTH MpoaHaNIi30BaHO ICHYHOUl
pieHHs y cdepi BECIIbHOI €JIeKTPOHHOI KOMEPIIii Ta BU3HAYCHO iXHI IepeBaru i
HeAoiKd. Po3po0ieHo KITIEHT-CEPBEPHUI 10ATOK 13 MOAYJIBHOK apXiTEKTYPOIO
Ha ocHoBi NestJS Ta komnoHeHTHUM MmiaxoaoMm Ha React. PeamizoBano cucremy
aytreHTugikamii 3 OTP-miarBep/kKeHHsIM, KaTajor TOBapiB 13 (QUIbTpali€l0 Ta
MOIITYKOM, KOIIUK, OQOPMJICHHSI 3aMOBJICHb 1 TIOBHOI[IHHHN OCOOMCTUN KaOiHET.
3abe3mneueHo aanTUBHICTh IHTEPGENCY Ta ONTUMI3AIII0 TPOLYKTUBHOCTI.

B pe3yabrari TecTyBaHHSI TIATBEPIKEHO KOPEKTHICTH POOOTH OCHOBHHX
GYyHKIIOHATBPHUX MOAYIMIB: ayTeHTU(IKaIlli, Karaaory, Koumuka Ta o(opMIIeHHS

3aMOBIJICHbD.
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BCTVYII

CTpiMKHUM PO3BUTOK I1HTEPHET-TEXHOJIOTIH CYTTEBO 3MIHHMB TIJIXOAH JI0
MIONITYKY TOBapiB Ta 3/1HCHEHHS MOKYIOK B OHJIaH-cepenoBwiii. Beb-3acTocyHku
CTaJIM HEBIJ' €MHOIO YACTUHOIO MOBCSAKICHHOTO XKUTTS, 3a0€3MeUyI0ur MIBUJKHUMN Ta
3pyYHUNA JOCTYNl JO PpI3HOMAHITHUX TOProBenbHUX tiarpopm. OgHuUM 13
NEPCIIEKTUBHUX HANpsIMIB € I1HTEPHET-MarasuHu BECUIbHOI MPOAYKIi, M0
0COOJIMBO aKTyaJbHO JJIS TIOKYIIIB, SIKI MparHyTh 3pYyYHO MiAiOpaTH BECUIbHI
CYKHI Ta akcecyapu 0e3 HeoOX1AHOCTI BIABIyBaHHS (PI3UYHHUX CAJIOHIB.

AKTYaJIbHICTb 111€1 pOOOTH 3yMOBJIEHA 3pOCTAI0Y0I0 MOTPEOOI0 KOPUCTYBaAUIB
y 3pY4YHUX OHJIAMH-IHCTpyMEHTax Juisi miadopy BecuipHOI mnpoxykmii. I3
PO3LIMPEHHSM aCOPTUMEHTY BECUIBHUX TOBApIB Ta 3POCTaHHSAM MOIMYISPHOCTI
OHJIAWH-TIOMIHTY BUHUKAa€ HEOOXIJIHICTh y cepBicax, SIKi aBTOMAaTU3YIOTh IMPOIIEC
NOIIYKY Ta MOPIBHAHHS TOBapiB. TpaauuiiiHWIl MiAX1J] BUMAarae BiJBIAYyBaHHS
YUCJIEHHUX CaJIOHIB 1 3HAYHUX YACOBUX BUTPAT, TOMAl SK BEO-I0JATOK, IO
3a0e3neuye THydKy (UIBTpaIliio 3a KaTeropisMu, po3MipamMu Ta ILIHOK, CUCTEMY
BIJIFCYKIB Ta NOBHOLIIHHE O(DOPMIICHHS 3aMOBJICHHSI, 3HAYHO CIIPOIILY€ 3aBJaHHS Ta
MOKpaIIye KOPUCTYBAIILKUIA TOCBIJT TPU BUOOP1 BECUILHUX TOBAPIB.

Mema keanighikayitinoi pobomu — CTBOPEHHS 1HTEPAKTUBHOTO BEO-I07aTKy
IHTEpPHET-Mara3uHy BECLIbHOI MPOAYKIIi, SIKUW J03BOJISIE KOPHUCTyBauaM 3pY4YHO
NepenisiiaTi KaTajaor TOBapiB, 3AIMCHIOBaTH MiAOIp 3a JOMOMOTOI CHUCTEMH
G1apTpIB, OPOPMITIOBATH 3aMOBIIEHHS Ta KEepyBaTH 0cOOMCTUM KaOiHeToMm. Takuit
IHCTPYMEHT Ma€ Ha METI CIPOCTUTH NpoLec MNpUAO0aHHS BECUIBHUX TOBApIB,
3pOOUTH HOTO TOCTYIMTHUM JJIsl IIUPOKOTO KOJIa MOKYMI[IB Ta 3a0€3MeYUTH BUCOKHIMA
piBEHb O€3MeKH Ta NPOAYKTUBHOCTI IIaTHOpMH.

06'exm 0ocniodcenns — TPoIEC PO3pOOKH BEO-3aCTOCYHKY, OPIEHTOBAHOTO

Ha OHJIAWH-TIPOJAXK BECIILHOT MPOTYKITii.



Ilpeomem OocniddicenHss — TPOrpaMHI MeEXaHI3MH TOOYJIOBH  KITIEHT-
CepBEpHOi  apxiTeKTypH, peanizamii cuctemud ¢insrpamii  ToBapi, JWT-
ayTeHTu(ikaIii Ta aqanTuBHOTO 1HTEp(dENCy y Mekax BeO-3aCTOCYHKY.

Hoeusna pobomu — monsdrae y KOMIUIEKCHOMY TIJIXOA1 JI0 BUPIIICHHS
3a]a4l OHJIAMH-TIPOAAKy BECUIbHOI MPOMYKIIl, 3 IHTErpali€l0 THYYKOI CHCTEMHU
binpTpamii, 3axumieHoi ayreHTthdikamii Ha ocHOBI JWT-TokeHiB, XMapHOTO
30epiraHHs 300pakeHb Ta MOBHO(YHKIIIOHAIBHOTO OCOOMCTOr0 KabOiHETYy B
€IMHOMY 3aCTOCYHKY.

Kpamidikamiiina po0oTa CKIagaeTbcsl 31 BCTYIY, YOTHPHOX PO3ILIIB,
BHUCHOBKY, CIIUCKY BHUKOPUCTAHOI JITEpAaTypu Ta A0AATKIB. OOCAT MOSICHIOBAIBLHOT
3aMUCKU CTaHOBUTH 91 cTOpiHKA, 3 HUX OCHOBHA YacTHHA — 47 CTOPIHOK, TOJIaTKA

— 44 cropinku, mxepena — 23 Ha3BH.
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1. IOCTAHOBKA 3ATAUI

Y Mexax kpamidikaiiiHoi poOOTH CTBOpPEHO BeO-10AATOK JIsl OHJIAMH-
Mara3uHy BECIJIbHOI MPOAYKIlii. | 0JI0BHE NpHW3HAYCHHS — HAJIaTH KOPUCTyBadaM
MOXJIMBICTh 3PYYHOTO TIOIIYKY, IIJ00OpPY Ta 3aMOBJICHHS BECUIBHMX CYKOHB 1
aKcecyapiB 13 BHUKOPHCTaHHSAM THYYKOI CHCTeMH QUIBTPIB 3a KaTeropisMmu,
po3MipaMu Ta IIHOBUM jianazoHoM. [Imardopma po3paxoBaHa Ha TMOKYIIB,
ONTUMI3YIOUH TMPOIeCc BUOOPY Ta MpUI0aHHS TOBAPIB.

Ilepen mouatkoM peanizaiii Oylo AOCHIPKEHO ICHYIOYl pIlIEeHHS Ta
chopMoBaHO mnepenik GyHKIIOHATBHUX 1 HEQYHKIIIOHAIBHUX BUMOT. JI0 OCHOBHUX
BUMOT HaJICKaTh:

- aJIaliTUBHICTh — 3a0€3MeYeHHs] KOPEKTHOTO B1JOOpaXeHHsI Ha MOOIIBHUX
MPUCTPOSIX, IUIAHIIIETaX Ta HACTUTLHUX KOMIT'IOTEepax;

- 1HTYiITMBHA HaBIramis — YiTKa OpraHi3amis pO3JUIIB: KaTajol, KapTKa
TOBapy, KOIIUK, OPOPMIIEHHS 3aMOBJIEHHS, TPO(]1JIb KOPUCTYyBaua, ayTeHTU(DIKAIIS;

- THydka (QinbTpariiss — MOXJIUBICTh 3BY)KCHHS BHUOIPKHM TOBapiB 3a
KaTeropi€ro, po3MipoM Ta J[1arma30HoM IIiH;

- 3axXMINEHICTh — peanizamis ayTeHTu(ikamii Ha ocHoBl JWT-TokeHiB,
XCIITYBaHHS MapoJIiB Ta MEXaHi3My BIJIHOBJICHHS JIOCTYITy 4epe3 OJHOPA30BUM KO
(OTP),

- TPOMYKTUBHICTh — MIHIMI3allisl 4Yacy 3aBaHTAKEHHS 3a PaXyHOK
BIJIKJIQJICHOTO 3aBaHTAXEHHS KOMIIOHEHTIB Ta ONTUMI3aIlli Meaiadanis;

- KpocOpay3epHiCTh — cTabiJibHa po0OTa y BCiX CydacHUX Opay3epax;

- MacuTaboOBaHICTh — MOMAYJIbHA TOOyIOBa KIIEHTCHKOI Ta CEPBEPHOI
YaCTHH, 10 3a0e3neuye po3mupeHHs (QyHKIIOHATY 0e3 mepelynoBH 1CHYHOUOT
apXITEeKTypH;

- ©CTeTHYHICTh 1HTepdehcy — cydacHe Bi3yanbHe OG(OpPMIICHHS 13

3actocyBaHHsaM npuHnuniB UX/UI nHa 6a3i 6i161ioTrexu Material UL
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3rifHO 31 CIPOEKTOBAHOK CTPYKTYPOKO, JIOAATOK OXOIUTIOE HACTYIIHI
KJTFOYOB1 PO3/IIH: TOJIOBHY CTOPIHKY 3 MTPOMO-0aHEPOM Ta JTOOIPKOIO MOMYISIPHIX
MO3UIIIHA, KaTajor i3 MexaHi3MaMu (UIBTparlii Ta COPTYBaHHSI, CTOPIHKY OKPEMOTO
ToBapy 3 (ororajepeero Ta OJOKOM BIATYKIB, KOIIMK Ta Tporiec o(opMIICHHS
MOKYIIKH, MOAYJAb ayTeHTH]iKaiii (peecTpailis, BXiJ, BIJHOBICHHS MHapoJio), a
TAaKOXX TIEPCOHAIbHMI KaOiHEeT 13 pO3aiIaMH 3aMOBJIIEHB, aJpec TOCTAaBKH,

MJIATHKHUX METOJIIB, CITUCKY Oa)kaHb Ta BIATYKIB.
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2. THOOPMAIIMHUM OT IS

2.1. Orasj icHyl04YHX pillleHb iIHTepHeT-MarasuHiB BeCLIbHUX TOBAapiB

ITepen mouaTtkoM po3poOKH BeO-A0JaTKy OysI0 IPOBEACHO aHaTI3 ICHYIOUHUX
OHJIalH-TIIaTdOPM, 110 CIIEHIATI3yIOThCS Ha IIPOJIaxKi BECIILHOIT MPOAYKIIii. MeToro
JOCIIKeHHS OYyJI0 BUSIBJICHHS CHJIBHUX Ta CIA0KHUX CTOPiH KOHKYPEHTHHUX DIllIEHBb
st popMyBaHHS ONTUMAJILHOTO HA00pPY (PYHKIIOHAIBHUX MOKIUBOCTEH
BJIACHOTO JIOJIATKY.

Wedboom.UA (wedboom.com.ua) — yKkpaiHCBbKHIA iHTEpHET-Mara3uH
BECUIBHMX Ta BEYIPHIX CYyKOHb. [IpomoHye karamor 3 KaTeropissiMu (BECLIbHI,
BEUIpHI, «MaMa-J0uKa»), B1IOOpakKeHHsSI IIH 1 3HMYKOK, aKTyaJibH1 KOJEKIIl BiJl
pI3HUX OpeHIliB. 3 HEIOMIKIB — BIACYTHI (DUIBTPH 32 PO3MIPOM 1 IIHOIO, CHUCTEMA

BIJITYKIB Ta 0COOMCTHIA KaOIHET 3 ICTOPIEI0 3aMOBJIEHD (puc. 2.1).

‘Wedboom Q Q0 A

BecinbHi cykHi BeuipHi cykHi MaTtu-gouka ByayapHi cykHi BecinbHi patn

BecinbHi cykHi 2026

<" HoBa konekuis Bxe Ha cauTi!

Pucynok 2.1 — I'onosHa cropinka Wedboom.UA
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Azazie (azazie.com) — MDKHApOJHUN OHJIAH-Mara3uH BECLIBHHX Ta
BEUIpHIX CYKOHb 3 IIUPOKUM acopTtuMmeHToM. [lmardopma BupizHsA€ThCS
PO3BHHEHOIO CHUCTEMOIO (PINIBTpallii: 3a CHIIyeTOM, TOBKHUHOIO, PyKaBaMH, BUPI30M,
TKaHUHOIO, CTWJIEM, ILIIHOIO Ta KoabopoM. Cepen J0MaTKOBUX MOXKIMBOCTEM —
MOLIUTTS 32 1HAUBIAYAJIbHUMHU MipKaMH, porpaMa JOMAIIHbOT MPUMIPKH, CIIUCKU
obpanoro Ta moypyM. HemomikamMu € BIJCYTHICTH JOKaji3arii sl YKpaiHCHKOTO
PUHKY Ta BIICYTHICTh MOBHOILIIHHOTO MOJYJSl YIPaBIiHHS aipecaMH JOCTaBKH U

cnocobamu orutate y npodiri (puc. 2.2).

FILTERS: BRIDESMAID DRESSES 616 Items

(==
SHIPS NOW

SHIPS NOW | i,
$in aves ) > #iN9 SiZEs
% SHIPS NOW \ I
FABRIC +
NECKLINE +
LENGTH +
SILHOUETTE +
SRR * (Y XY X I eve00
Azazie Emerson Stretch Azazie Rylina Stretch
FEATURES + Olive Mermaid Off the Shoulder Ganache Mermaid Stretch Satin Dress
Stretch Satin Dress £89
£99 Hkdddr (81)

PRICE + hA ke (27)
BACK STYLE * sHipsNOW 2 SHIPS NOW '

¥iN15 SIZES ¥IN8 SIZES ‘3"

. '

EMBELLISHMENT  +

SIZE TYPE +

4
RELATED 7 &
CATEGORY
i

~

09O +78 00000 5

Azazie Bondi Azazie Akilah Stretch
Sky Blue A-Line Ruffled Chiffon Dress Ganache Mermaid One Shoulder
Stretch Satin Dress
£89 (10% off) £e9
£99 whkkk (3)
Wikl (735

Pucynok 2.2 — Karanor Azazie 3 ¢pinsrpamu

David's Bridal (davidsbridal.com) — oaun i3 HalOIIBIIMX aMEPHUKAHCHKHX
pUTeIepiB BeCUTBHOT MOIM 3 OHJIAWH-TIPUCYTHICTIO. CalT NMponoHye OpOHIOBAaHHS

OE3KOIITOBHUX MPUMIPOK, BEIUKUN KaTaJIOT CYKOHB 13 (DUIBTPAIIIE€I0 32 PO3MIPOM,
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CTUJIEM Ta IIHOK, a TaKoX IHTerpaiito 3 oduiaitH-caioHamu. Jlo meperar
HAJICKUTh 3pyYHa HaBiraimis Ta pO3BHHEHA 1H(pacTpyKTypa OOCIyroByBaHHS
kimieHTiB. Cepea HENONIKIB — TMEpeBaHTXEHUM 1HTepdeiic Ta BiACYTHICThH

MOJIYJIIO CIIMCKY OaXaHb 13 MPHB'SI3KOI0 J0 00JIIKOBOTO 3amucy (puc. 2.3).

< Diamond: Extra 5% Off JOIN FOR FREE ) >

DWIDS Q Search foraproduct © 2 O A

BOOK APPOINTMENT EXCLUSIVE OFFERS

BRIDES ~ BRIDESMAIDS  MOTHER OF BRIDE  GUESTS  PROM  DRESSES  ACCESSORIES  SHOES  GIFTS  SALE  MENS  PLANNING  DIAMOND

Ready to find your dream dress?
BOOK FREE APPOINTMENT

BUY 3 BRIDESMAID DRESSES,

GETTHE 4ATH FREE

for Diamond Members
Reg price only”

SHOP BRIDESMAID DRESSES
BOOK YOUR FREE APPOINTMENT

Shop By Category

Rkl A i ﬂ“

WEDDING BRIDESMAID DRESSES FOR PROM OCCASION LITTLE WHITE Now INDIAN
DRESSES DRESSES MoM DRESSES DRESSES DRESSES TRENDING BRIDAL

Pucynok 2.3 — I'onoBna cropinka David's Bridal

2.2. llincyMKHu aHai3y Ta BU3BHAYEHHS] BUMOT 10 CHCTeMH

3a pe3ynbTaraMH aHaii3y BCTAHOBJIEHO, IO 1ICHYIOUI PIIIEHHS MalOTh HU3KY
0OMEXeHb, SKI B3HIXKYIOTh 3pYYHICTh KOPHUCTYBAIbKOTO JOCBIAY. 30KpeMma,
OinpIIicTe TIATGOPM HE TMOEIHYIOTH OJHOYACHO PO3BHUHEHY (DUIBTpaIlliio,
NOBHOLIHHUN OCOOMCTUH KaOlHEeT, CHUCTeMY BIATYKIB Ta THYYKE YIpPaBIiHHS

3aMOBJICHHSMH B OJTHOMY JIOAATKY.
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Ha mingcraBi mpoBeneHOTO MOCIHIKEHHST BH3HAYEHO IMEPeNiK KIFUOBHUX
BHMOT JI0 PO3po0iIroBaHoi cuctemu (puc. 2.4):

- HasBHICTb KaTajory TOBapiB 13 THYYKOIO (IIBTpAIli€l0 3a KaTeropisimu,
pO3MipaMH Ta I[IHOBUM JI1alla30HOM;

- MOJJIMBICTh COPTYBaHHS TOBapiB 3a PI3HUMH KPUTEPISIMH;

- JleTallbHa KapTKa TOBapy 3 rajepeero 300pa)keHb, OMUCOM, BHOOpPOM
po3Mipy Ta OJIOKOM BIJTYKIiB;

- (byHKIIIOHAJ KOIITMKA 3 MOYJIMBICTIO 3MiHU KIJIBKOCTI Ta pO3Mipy TOBapiB;

- TIOBHOIIIHHUNA mponec 0QGOpMIICHHS 3aMOBICHHS 3 BHOOpPOM aJipecu
JIOCTaBKH Ta COCO0y OIIaTH;

- cucTeMa ayTeHTHdIKaIlli 3 peecTpalli€ro, aBTOPU3aLIE€I0 Ta BITHOBICHHSIM
[apoJIko;

- ocobOuctuil KaOiHET 13 pO3JIIaMU: 3aMOBJICHHSA, aJpPECU JTOCTaBKH,
crocoOM OIIaTH, CHHCOK OaXaHb, BIATYKH, HaJalITyBaHHA MNpoQUI0 Ta
YIPaBIIHHS CECISIMU;

- aJanTUBHUMA 1HTEpQEiC, M0 KOPEKTHO Mpalioe Ha MPUCTPOSAX PIZHHUX
THIIIB;

- Cy4acHMi nu3aitH 13 gorpuManHam npuHuumnis UX/UIL.

Kpurepin Wedboom.UA Azazie David's Bridal Sandrela
@inbTpauin 3a kareropiaMu + + + +
DinbTpauia 3a po3mipomM _ + I s
@inbTpauin 3a wiHow _ + + +
CoptyeaHHs ToBapis _ o + +
Cuctema sigrykis _ + — +
Cnucok BaxaHs - - - +
Ocobuctui kabiver - += + +
¥YnpaeniHHa agpecamMn 4OCTABKK _ _ _ s
YnpasnisHg cnocobami omnatu _ _ _ +
ApantueHul iHTepchedic - o + +
lanepes 3o6paxeHs ToBApY + + + +
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PucyHok 2.4 — IlopiBHsJIbHA TaOMUIIS aHAJIOT1B
Takum uYnHOM, pO3pOOMIOBaHUN JOAATOK Mae oOO0'€AHATH TEpeBaru
JOCITIDKEHUX aHAJIOTIB Ta YCYHYTH 1XHI OCHOBHI HEJIOJIIKH, 3a0€3MEYNBIITN TTOBHUH

IIUKJT B3a€MOJIIT MOKYIILS 3 IHTEPHET-Mara3uHoM BeCLIBHUX TOBapIiB.
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3. TEOPETUYHA YACTHUHA

3.1. ApxiTrekTypa Bed-101aTKY

Be6-nonarok moOyqoBaHO 3a KJIIE€HT-CEPBEPHOIO apXITEKTYpOIO: KIIEHTChKa

JacTHHA BIAMOBIJAE 3a BioOpaxeHHs 1HTepdeiicy, cepBepHa — 3a 013HEC-JIOTIKY,

0a3y manux i REST API (puc. 3.1).

Ty
PostgreSQL
Prisma

Knient Cepeep -
Kopucryeau {Frontend) HTTP /JSON (Backend)
Epayaep REST AP

-~ - —_—
O o] @

N
AWS SDK Cloudflare R2

¢ » (S3 Storage)

|

Pucynoxk 3.1 — [liarpama Kii€HT-CEpBEpHOI apXiTeKTypu

B3aemonis BinOyBaerbest uepes HTTP(S) y dopmari JSON 3a ampecamu 3
npedikcom /api/vl. Ile 3abe3neuye He3anexKHY PO3POOKY 000X YACTHH 1 CIIPOIILYE
MacITaOyBaHHS.

CepBepna uvactuHa moOymoBana Ha NestJS [1]: xokeH (yHKIIIOHAIbHUI
Onok (ayreHTU(iKallis, TOBAapH, KOIIMK, 3aMOBIICHHS, BIATYKH) OQOPMIIEHO SIK
OKpeMHil MOIyNb 31 CBOIMU KOoHTposiepamu, cepBicamu Ta DTO. Ile 3abe3neuye
BHUCOKY 3TYPTOBaHICTh KOAY BCEPEANHI MOJYJIIB Ta CIa0KY 3B'SI3HICTh MK HUMH.

KiienTchka yacTuHa opraHizoBaHa Ha React 3a KOMIIOHEHTHUM T1IXOA0M 3
pPO3IOALIIOM Ha IIapH: CTOPIHKH, KOMIoHeHTH, API-map, mmoGanbHMiA cTaH
(Redux) [2] Ta yTumiTh.

®di3nyHa CTPYKTypa MPOEKTY CKIAIAETHCA 3 TBOX OCHOBHUX JTUPEKTOPIA —
client Ta server, KokHa 3 SIKMX Ma€ BJIACHI 3aJIeKHOCTI, KOH(Irypauito 30ipKu Ta

CKPHIITH 3aITyCKY.
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3.2. O0rpyHTYBaHHSI BUOOPY TEXHOJIOTiH Po3po0Ku

KiienTchka wacTuHa peasnizoBaHa Ha React — 0610mioTeri 3 KOMIOHCHTHUM
nigxonom 1 Virtual DOM nns edextuBHOrO OHOBJIEHHS 1HTepdeiicy. Moo
po3podku obpano TypeScript [3], mo 3abe3neuye craTUUHY THITI3AIlii0, 3MECHIIYE
KIJIBKICTh TIOMHJIOK Ta CITPOIIYE MATPUMKY MpoeKTy. 30ipKy 3miiicHioe Vite [4] —
Cy4yaCHUM IHCTPYMEHT 13 HaTUBHOIO MiATpuMKoro ES-MomyniB, mo 3abe3nedye

mBHIKAN dev-cepBep 1 ONTHMi30BaHy MPOJAKIIH-30ipKy (puc. 3.2).

Frontend Backend
React NestJS
TypeScript TypeScript
Vite Prisma
Material Ul Passport
Emotion JWT
Redux Toolkit Helmet
React Query Throttler
React Router MNodemailer
Axios Sharp
React Hook Form class-validator
\, J \, J
i Baza paHux Xnapue CXOBM LU N
L PostgreSQL ] [ Cloudfiare R2 )

Pucynok 3.2 — CTek TeXHOJIOT1# IPOEKTY

Jns  crwmizamii  BukopuctoByerbess Material Ul [5] — 6iGmioreka
aJIanTUBHUX KOMIIOHEHTIB Ha OCHOBI mpuHnumiB Material Design 3 miaTpuMKorO
KaCTOMHOI TeMH. YTIpaBJIiHHsS cTaHOM posaiieHo Mix Redux Toolkit (rmobansHwmid
cran) i TanStack React Query (cepBepHuil CTaH 1 KeIyBaHHS), L0 JO3BOJISIE
e()EeKTHUBHO MpAIIOBATH SK 3 JTOKAJILHUMU JaHUMHU, TaK 1 3 BIATOBIISIMU CEpBEpA.

CepBepna yactmHa moOymoBana Ha Nest)S — Node.js-¢ppeiiMBopky 3
MOJIYJABHOIO apXITEKTypOl0, JeKopaTopaMu Ta IH'E€KINEI0 3aJeKHOCTEH, 1110
3abe3reuye 4iTKy CTPYKTypy 1 macimtaboBaHicTh. Jjisi gocTymy ;10 0a3u JaHUX
BUKOpHCTOBYeThCs Prisma [6] — ORM i3  TumoOe3nedyHuM  KITIEHTOM,

aBTOTEHEPAIIIEI0 Ta CUCTEMOIO MITPAIIiif.
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3.3. [IpoexkTyBaHHsI 0231 TaHUX

Jlna 30epiraHHs JaHUX JOAATKYy BHUKOpUCTOBYeThbes persiniiHa CYBJ]
PostgreSQL [7]. Bubip o00ymoBjicHHMI HamiHHICTIO, MMITPUMKOI CKIIaJHUX
3aMuTIB, TpPaH3aKIiil Ta MacmTaboBaHicTio. B3aemomnis 3 6a3010 BiOyBaeThCs
yepe3 ORM Prisma, ska Hamae [nekilapaTUBHUM oOmUC Mojenell y Qaiimi
schema.prisma Ta aBroMmatTn4yHo reHepye SQL-Mirparrii.

Cxema 6a3u TaHUX OXOIUTIOE€ HACTYITHI OCHOBHI CYyTHOCTI:

- User — 306epirae nani kopucrtyBada (iMm's, email, XeIir maposo);

- Session — akTHBHI cecii KOpucTyBada 3 iH(OpMAIl€0 Tpo MPHUCTPIi,
Opaysep, IP Ta reonokariito;

- Category — xateropii ToBapiB (BeClJIbHI CyKHI, aKCECyapH TOIIIO);

- Product — ToBapu 3 Ha3BOIO, OMHCOM, IIIHOK, 3HUXKKOIO, JOCTYITHHUMHU
pO3MipaMu Ta 300paKCHHSIMU,

- Productlmage — ranepes 300pakeHb TOBapy;

- Review — BiAryku KopucTyBauiB i3 pedTuHroM Big 1 110 5;

- Cart / Cartltem — koMK MOKyIOK 3 IMPUB'SI3KOI0 10 TOBAPIiB, PO3MIPIB Ta
KIJTBKOCTI;

- Order / Orderltem — odopmiieHi 3aMOBIIEHHS 3 ACTaISIMH JOCTAaBKH Ta
OILIIaTH;

- Wishlist — crimcok 6akaHb KOpUCTyBaya;

- ShippingAddress — 36epeskeHi agpecu JOCTaBKH;

- Payment — 36epexeni criocobOu ormnaru (kaptka, PayPal, Amazon);

PasswordReset — 3amucwu 1yt BigHOBICHHS napodto uepe3 OTP-kox;

- Log — xypHaun nomiif cucteM# I MOHITOPUHTY Ta O€3MEeKH.

Mix CYyTHOCTSMHU BCTAHOBJICHO 3B'sI3KU: OfMH-A0-0arathox (User — Order,
User — Review, Product — Productlmage) ta O6araro-mo-6aratrox uepes
npoMikHi Tabmumi (Cart <> Product wepe3 Cartltem, Order <> Product uepes
Orderltem). Jlns onTuMizaiii 3anmuTiB A0AaHO 1HAEKCH Ha KJto4doBl mojs (userld,

productld, price, timestamp) (puc. 3.3).



mid
= 8 user_id
order_number
ing_address
ng_number
status
created_at
shipping_method
payment_method
shipment_cost
subtotal

order_items

e id

r# product_id

m8 order_id

cart_items

products

created_at
updated_at
slug

category_id

wishlists

2 w8 user_id

= 8 product_id

created at tim

reviews
e id

“# 8 user_jd
<

= 8 product_id

comment
rating
created_at

i updated_at
e id g w8 product_id
= 8 user_id N quantity categories
created_at N size y e id
updated_at N created_at name
updared_at createdAt
updatedAt

products _images
e id
= 8 product_id
url
alt

created at timestar

R e Tl shipping addresse

e id N
i : e id a4
c‘ﬂ".. 8 user_id g

method Pay - . timestamp

- “ —
primary an ) level
= action

° - ) email created_at
; E card_number updated_at
uj at -
.P _: card_holder X ®
first_name S

user_id

card_issuer
last_name e _ status
updated_at N message
sessions metadata
+id

ssword_resets
user_id pa —

= id

user_id

refresh_token
P

user_agent otp
device_type =
created_at

updated_at

as

browser )
expires_at

created_at
updated at

Pucynok 3.3 — ER-giarpama 6a3u nanux

3.4. Ayrentudikauis Ta 0e3nexa Bed-101aTKY

Cucrema ayreHtudikarii mooymoBana wa ocHoBi JSON Web Tokens i3
BUKOPHCTaHHSIM JIBOX THUIIIB TOKEHIB: AacCesS-TOKEH (KOPOTKOKMBYUMM, IS
apTopu3alii 3anuTiB) Ta refresh-TokeH (HOBroXXuByuYuid, JJis OHOBJIEHHS aCCESS-
TOKeHa 0e3 moBTopHOro Bxoay). Refresh-token 36epiraerscs y HTTP-only cookie,
mo 3axuiiae Horo Big XSS-arak [8]. ACCESS-TOKEH MeEpeaeThCsl Y 3arojiOBKY
Authorization.

[Mpomec ayreHtudikamii peamizoBaHO uepe3 Moayib Passport.js 3
kactoMHuumu guard'amu (JwtGuard, RefreshGuard), mo mepeBipsitoTh BadigHICTh

TOKEHIB Ha P1BH1 KOXKHOTO 3aXHILEHOTO MapIIPYTY.
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Jlns  BiOHOBIEHHS Tapomro peamizoBaHo MexaHisM OTP: kopuctyBad
OTPUMYE OTHOPA30BHI KOJ HA email, maTBepIKye 0co0y Ta BCTAHOBIIIOE HOBHIA
naposb. Kogu maroTh oOMekeHuil TepMiH il Ta aHyMIOIOThCA MICIS MEepPUIOro
BUKOPHCTAHHSI.

[Tapori KopUCTYBa4iB XEUIYIOTHCS 3a TOMOMOTroro Oibmioreku berypt mepen
30epeKEeHHSIM y 0a3l JaHUX, II0 YHEMOXKJIUBIIIOE iX BIJHOBJIEHHS HaBITh y pasi
BUTOKY 0a3u (puc. 3.4).

JlomaTKOBO 3aCTOCOBAHO KOMILIEKC 3aX0/IIB OC3ICKHU:

- Helmet — Bcranornenns 3axucaux HTTP-3aromoskis (Content-Security-
Policy, X-Frame-Options);

- Throttler — oOMe)keHHs KUTBKOCTI 3aIMTIB JIJIA 3aXKUCTy Bija brute-force ta
DDoS-arak;

- CORS — xOHTpONb M03BOJICHWX JDKEpET 3amuTiB Uil 3amoOiraHHs
MIIOMCHHHM aTaKaMm;

- ValidationPipe — Bamiarist Ta GinpTpallis BXiTHUX JaHUX 32 JTIOTIOMOTOIO
class-validator mis 3amoOiranHs 1H'€KIAM;

- JloryBanHs noid — 3anmuc KPUTUYHUX J1H y Tabnuito Log mist ayauty ta

MOHITOPUHTY O€3MEKH.

( KnieHT ] ( Cepeep ]

Noriu (email + password)

¥

Mepesipka napona (berypt)

F 3

Access Token + Refresh Token (cookie)

F 3

3anut 3 Access Token

¥

Binnosigs (JSON)

F 3

Access Token npotepmiHosanui — Refresh

¥

Hoewui Access Token + Refresh Token

F 3
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Pucynok 3.4 — Cxema nporniecy ayrentudikamii (JWT flow)
4. MIPAKTUYHA YACTUHA

4.1. HalamryBaHHA cepeloOBHINA PO3POOKH

JIst po3pOOKH BUKOPHCTOBYBAIOCH TaKe CEPEIOBHIIIE:
Node.js — cepenosurie BukoHaHHs JS i1 000X yacTtuH nonatky [9];
pPNPM — MeHeKEp MakeTiB i3 e()eKTUBHUM BHKOPUCTAHHSAM JIHCKOBOTO
IPOCTOPY;
Visual Studio Code — pemaktop i3 miarpumkoro TypeScript Ta
inTerpaniero Git [10];

Git — cucrteMa KOHTPOITIO BEpCii;

PostgreSQL — pemsmiiina CYBJ[ mns  nokanbHOi  po3poOku  Ta
TECTyBaHHS,

Prisma CLI — inctpyment mist renepanii ximienta bJ[ Ta ympapmiHHS
MIrpartisiMu.

[TpoexT opraHizoBaHO SK MOHOpENO3WTOpid i3 aupektopismu Cclient Ta

server, KoykHa 3 BracHuM package.json (puc. 4.1 —4.2).
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~ [ client
hJ node_modules
> 2 public
~ [@F sIC
api
assets
components
data
hooks
middlewares
pages
redux
B2 types
= utils
€ App.tsx
¥ constants.ts

R .~ e

global.css
% main.tsx
P themets

Pucynok 4.1 — Ctpykrypa nanku client

~ Server
» I dist
> node_modules
» M prisma
~ [@F sIC
I common
F modules
P prisma
B2 types
= utils

™Y app.modulets

e T T

main.ts

oy

LNv.aevelopment

o

productior

Pucynok 4.2 — Ctpykrypa nanku Server

KiieHTChKkHi T0AaTOK 3allyCKaeThCs KOMAaHIOK PNPmM dev, ska mijaHiMae
Vite dev-server na moprti 5173 3 miarpumkoro HMR 118 MUTTEBOTO OHOBIICHHS
3MiH y Opay3epi 0e3 mepe3aBaHTaxeHHs1 cTopiHku. CepBepHUN HOAATOK
3aIyCKa€eThcs KOMaHI0r0 pnpm start:dev, sika 3amyckae NestJS y watch-pesxxumi Ha

nopti 3000 3 aBTOMaTHYHOO MEPEKOMITUISIIIE0 TIPU 3MiHI (aiiiB (puc. 4.3).
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ROLLDOWN-VITE v7.1.14 378 ms

= Local: http://localhost:5173/
--host
h + enter

Pucynoxk 4.3 — 3amyck dev-cepsepy Vite

Jli1st KoHITYpaIllii cepBepHOT YaCTUHU BUKOPUCTOBYIOTHCS 3MIHHI OTOYCHHS,
110 30epiraroThes y (daitnax .env. Cepell 0OCHOBHUX 3MIHHMX: IIIKIIOYEHHS 10 0a3u
nanux (DATABASE_URL), cexperu nis JWT-tokeniB (JWT_ACCESS SECRET,
JWT_REFRESH_SECRET), nanamryBanas nomtoBoro cepsicy (SMTP_HOST,
SMTP_USER, SMTP_PASSWORD) ta Cloudflare R2 R (R2_ACCESS_KEY _ID,
R2_SECRET_ACCESS_KEY, R2_ BUCKET) (puc. 4.4).

DATABASE URL="postgresql://neondb owner:npg 6UARcN4@Epzt@ep-super-poettry-ag8oiifo-poole

JWT ACCESS SECRET=47039ca84e3181e66c7980d19e0d340886610ea2
JWT REFRESH SECRET=5e8e0d222616918ab74eal8e64d04022{te3e500
JWT_RESET_SECRET=081717gf45a9844bb3115231t1a7dec3062603c30

JWT_ACCESS_EXPIRY=900000
JWT_REFRESH_EXPIRY=604800000

SMTP_USER = "info@sandrela.com”
SMTP_PASS = "X020kqP2%kq"

53 API = https://616ct@0cd36cde575517b7ec336acdcd.r2. cloudflarestorage. com

R2 BUCKET = wedding-shop

R2 TOKEN = bZviwgaFMgzWL3a4UKXLVqIzYX8wydBu@y-geODg

R2_ACCESS_KEY_ID = b5cf140e7194c7d776a18t8d19caalbe

R2_SECRET_ACCESS _KEY = 6f0417b901118290a4b6509381ed915a74fc78a0c667f5aae8917e1315c143d8

Pucynok 4.4 — ®daiin 3MiHHEX OTOYEHHS .€NV

JInsg JIHTHHTY KIIEHTCHKOTO KoMy HamamroBaHo ESLint i3 mimxrpumkoro
TypeScript [12] Ta murarinamu react-hooks i react-refresh (puc. 4.5). Ha cepBepHiii

YacTUHI JJOJATKOBO BUKOPUCTOBYEThCS Prettier 1yist aBromMmarnyHoro opMaryBaHHs

KOLTY.
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import js from "@eslint/js";

import globals from “globals";

import reactHooks from “"eslint-plugin-react-hooks";

import reactRefresh from "eslint-plugin-react-refresh”;
import tseslint from "typescript-eslint";

import { defineConfig, globalIgnores } from "eslint/config";

export default defineConfig([
globalIgnores(["dist"]),
{
files: ["**/* {ts,tsx}"],
extends: [
js.configs.recommended,
tseslint.configs.recommended,
reactHooks.configs["recommended-latest”],
reactRefresh.configs.vite,

15
languageOptions: {
ecmaVersion: 2020,
globals: globals.browser,
}s
rules: {
"@typescript-eslint/no-explicit-any™: "off",
}J
})
s

Pucynok 4.5 — ®aiin manamryBanas ESLint

4.2. Peanizanisi CTPYKTYpH Ta Mirpamii 6a3u qanux

CrpykTypy 0a3u JaHMX onucaHo y daitni schema.prisma 3acobamu Prisma
Schema Language. J[>xepenom nanux cinyrye PostgreSQL depe3 3MiHHY OTOUYCHHS
DATABASE URL; reneparop prisma-client-js ctBoproe  TumnooOe3neuHwmii
TypeScript-kiieHT i3 BitoOpakeHHSIM yCiX MOJIEJICH, TepetiueHb Ta 38'a13KiB [13].

Cxema wmictuth 5 enum-tumiB: ShipmentStatuses, PaymentMethods,
ShippingMethods, Sizes Ta Rating — Bonu 3a0e31euyrOTh THITI3AIliI0 3HAYCHb Ha
piBHI 0a3M TaHUX 1 KOAY.

OCHOBHI1 MOJIEJ Ta TXH1 KIIFOYOBI OCOOJIMBOCTI:

- User — mneHTpanbHa MOJENb, IO 3B'SI3aHAa 3 yciMa IHIIAMU 4Yepe3
BIJTHOIIICHHS OJUH-10-0aratbox (puc. 4.6). Ilaponb 30epiraeTbes y BUIVISAL XEIIy

(passwordHash);
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— Product — wmictuts mosns price, discount, available, macuB SizeS Ta 3B'sI3ku
13 KareropisiMu, 300paXKCHHSMH, BIATYKaMU Ta TO3UIISAMHU Kommka (puc. 4.7).
[anexcoBano 3a monsimu available Ta price mist onTuMizarii 3auTiB Karaiory;

~ Cart / Cartltem — peami3zoBaHo 3B'SI30K 4Yepe3 MPOMDKHY TaOIHIO 3
yHiKaTbHEM oOMexeHHsM (cartld, productld, size), mo 3amobirae ayOIrOBaHHIO
no3uIliii. BumaneHns kommka kackaaHo Bupansie yci Cartltem;

— Order / Orderltem — 3amoBiICHHS 3 aBTOIHKPEMEHTHHM HOMEPOM
(orderNumber), ampecoro AOCTaBKH, CHOCOOOM OIUIaTH Ta crarycoM. KoxkeH
Orderltem 36epirae 1iHy Ta 3HUKKY HA MOMEHT 3aMOBJICHHS;

- Review — ynikanmene ooOmexxenns (userld, productld) rapantye ommu
BIJIFYK B1Jl KOPUCTYBaya Ha TOBap;

— Session — 30epirae refresh-roken, indopmariito npo mpuctpiii (OC,
Opay3ep, Tl npucTporo), [P Ta kpaiHny aJist yripaBiiHHS aKTUBHUMH CECISIMU;

- Log — xypuan momiii 3 iHmekcamu Ha timestamp, level rta userld mis

€()EKTHUBHOTO MOUIYKY.

model User {

id String @id @default(uuid()) @db.Uuid
email String @unique

firstName String @map(“first_name")

lastName String @map(“last name")

passwordHash String @map(“password hash")

session Session[]

review Review] ]

cart Cart[]
passwordReset PasswordReset[]
wishlist Wishlist[]

order Order[]

payment Payment][ ]
addresses ShippingAddress|]

createdAt DateTime @default(now()) @map(“"created at™)
updatedAt DateTime @updatedAt @map(“updated at™)

@@map(“users™)

Pucynoxk 4.6 — Mogens User
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model Product {

id String @id @default(uuid()) @db.Uuid
title String

description String

slug String

posterUrl  String @map("poster_url™)

price Float

discount Float?

available Boolean

categoryId String  @map(“category id") @db.Uuid
category Category @relation(fields: [categoryld], references: [id])

sizes Sizes[] @default([])
review Review| ]

cartItem CartItem[]

images ProductImage] ]

wishlist Wishlist[]
orderItem OrderItem] ]

createdAt DateTime @default(now()) @map(“created at")
updatedAt DateTime @updatedAt @map("updated at™)

@@unique([slug])
@@index([available])

@@index([price])
@@map ("products™)

Pucynoxk 4.7 — Mogens Product
[Ipotsarom po3poOku Oyno cTtBopeHO 19 Mirpariii, KoxkHa 3 AKUX (iKcye
OKpeMy 3MiHy B cTpyKTypi 6a3u (puc. 4.8). Cepen KIIOYOBUX:

initialize — mouyaTkoBe CTBOPEHHSI OCHOBHHUX TAOIIHUIIb;

added_logs — monaBaHHS TaOMHIII JOTYBaHHS TOIIH;

shipping_address_model — cTBopeHHs TabMIIl aApec TOCTABKH;

payment_methods_mode — cTBopenHs TabnwiI croco0iB OILIATH;

- add_product_categories — BrnpoBaJ)KCHHSI CHCTEMH KaTeropiii ToBapiB i3
slug-tomnem;

- added_subtotal_and_shipment_cost — jgoxaBaHHS TIOJIB  BapTOCTI

JIOCTABKH Ta MPOMIKHOI CyMH.
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~ [B= migrations

20251006094608 _initialize

20251006122434 added logs
20251006174225_maked_sex_optional
20251008090952 added_name_to_user
20251008173732_removed_product_category
20251008175607_added _slug_to_product
20251008181059_maked _slug_unique
20251010084532_maked_shipping_and_payment_methods_typized to_enums
20251010092133_cascade _cart_items
20251011104204_shipping_address_model

20251011124225_removed_unique_primary_addresses
20251011153017_payment_methods_model
20251104213801_removed_sex_field
20260103225047_added_cat_fields
20260103225746_refactored_payment_table
20260108211617_add_product_categoeries
20260108212641_add_product_category_slug
20260109234826_added_sizes_default
20260126222327_added_subtotal and_shipment_cost

[T] migration_lock.toml

R Y T Y " " Y Y Y

Pucynoxk 4.8 — [lepeik mirpartiit

JInst 3acTOoCcyBaHHS Mirpalliii BUKOPHCTOBYEThCS KOMaHIa Prisma migrate
dev, micyst 4oro BUKOHYEThCS PriSma generate st mepereHepariii KiieHra.

4.3. ImnaemenTauisi cepsepaoro API Tta Gi3Hec-soriku

CepBepna yactuHa moOymoBaHa Ha Nest)S i3 morpuMaHHSIM MOAYIIBHOI
apxitektypu (puc. 4.9). KoxxeHn ¢yHKIIOHATBHHA OJOK OPOPMIICHO SIK OKpEeMHUH
MOJIYJTb 13 TPhOMa PIBHSIMHM BiANOBiganbHOCTI [14]:

- Controller — mnpuiimae HTTP-3anmuTi, BUKOHYE MapHIpyTH3aIlil0 Ta
BaJI1JIallif0 BXIJTHUX JaHUX Yepe3 JeKOpaTopH;

- Service — peainizye Oi3HEC-JIOTIKY Ta B3aeMOji€ 3 0a3010 JAaHUX Yepes3

Prisma Client;
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DTO (Data Transfer Object) — omucye cTpyKTypy BXIOHUX AaHHX i3
IpaBWJIaMU BaJlijarmii 3a jgomomMororo Jjexoparopi class-validator (@IsString,
@IsEmail, @IsEnum, @Min, @Max).

~ [ modules
address
auth
K= cart
categaories
geo

mailer

payment
product
r2

P2 review

>

>

»

»

>

>

> order
»

>

>

>

» user
» wishlist

Pucynok 4.9 — CtpykTypa MOIy/iB CEpBEpHOT YACTUHU

Monyne ayteHtrdikarii oopobnse 7 mapmpytiB: POST /register, /login,
Irefresh, /forgot-password, /verify-otp, /reset-password, /change-password (puc.
4.10).

[Ipu noriHi CTBOPIOETHCS cecisd 3 1Hdopmalliero npo npuctpiid, IP-agpecoro
Ta KpaiHotw. Tokenu nepenatotses y httpOnly-cookies i3 HanamTyBaHHIMH SECUre
ta SameSite BignoBigHO 10 cepenosuina [15]. lns 3axucty Bij nepedopy mapoiis

3acTOCOBaHO rate limiting yepe3 aexoparop @ Throttle — 10 3 cipo6 Ha xBHIIHHY.
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@Post('Login')
@Throttle({ defauvlt: { limit: 3, ttl: 60600 } })
async Login(
@Body() dto: LoginDto,
@Res({ passthrough: true }) res: Response,
@Req() req: Reguest,
@IpAddress() ip: string,
) {
const { accessToken, refreshToken, userld } =
await this.authService.login(dto);

const userAgent = req.headers['user-agent'] || 'unknown';
const { os, deviceType, browser } = getDeviceInfo(userAgent);

await this.authService.createSession({
userld,
refreshToken,
ip: ip = '::1' ? '127.0.0.1"' : String(ip),
userhAgent,
0s,
deviceType,
browser,
country: (await this.geoService.getCountryByIp(ip)) ?? 'Unknown',
expiresAt: new Date(
Date.now() +
parseInt(this.configService.get<string>("'JWT_REFRESH_EXPIRY')!),
] r
B;

const isProd = this.configService.get<string>('NODE_ENV') = 'production’;

res.cookie('accessToken', accessToken, {
httpOnly: true,
secure: isProd,
sameSite: isProd ? 'strict' : 'lax',
maxAge: isProd
? parselnt(this.configService.get<string>('JWT_ACCESS_EXPIRY')!)
115 x 24 % 60 % 60 % 1000,
B
res.cookie('refreshToken', refreshToken, {
httpOnly: true,
secure: isProd,
sameSite: isProd ? 'strict' : 'lax',
maxAge: parselnt(this.configService.get<string>('JWT_REFRESH_EXPIRY')!),
B

return { message: 'Login successful' };

Pucynok 4.10 — ®parment koay AuthController (Meton login)
Monynbs TOBapiB Haja€e MapUIPYTH JJisI OTPUMAHHS CIIUCKY TOBapiB 13
¢uteTpaniero Ta mnaridamiero (GET /products), momyky 3a Tekcrom (GET

/products/search) i orpumanus ToBapy 3a slug (GET /products/by-slug/:slug).
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GetAllProductsDto (puc. 4.11) niarpumye (inbTpariio 3a I[IHOBHM Jiala30HOM,
PO3MIpOM Ta KaTeropi€ro, a TAKOXK COPTYBaHHS pe3y/abTaTiB. KopekTHICTh IIHOBOTO

Jiara3oHy nepeBipsie KacToMHmiA gexopatop @MinLessThanMax.

export class GetAllProductsDto extends PaginationDto {
@EMin(0)
@IsInt()
@IsOptional()
@Type(() = Number)
minPrice?: number;
@Max(250000)
@IsInt()
@IsOptional()
@Type(() = Number)
@MinLessThanMax('maxPrice')
maxPrice?: number;
@IsOptional()
@IsEnum(ProductsSortBy)
sortBy?: ProductsSortBy;
@IsOptional()
@IsEnum(Sizes)
size?: Sizes;
@IsOptional()
@IsString()
category?: string;

+
Pucynok 4.11 — ®parment xoxy GetAllProductsDto (Bamigarist GiabTpiB)

Monynp komwka Hanmae Tpu 3axunieHi @Auth() MapmpyTu: OHOBICHHS
xomuka (PATCH /cart), orpumanns Bmicty (GET /cart) Ta BumaneHHs MO3HIIIT
(DELETE /cart). ITicnst ko>XHOi MyTalli TOBEPTAETHCSI OHOBJIEHUI CTaH KOLIUKA.

Monyne 3amoBiieHb peainidye cTBopeHHs 3amoBieHHs (POST /orders),
orpuManHs crucky 3 mnariHaiiero (GET /orders) ta excnoprt 3amoBnenp y CSV
(GET /orders/csv/:id, GET /orders/csv) 3a qomomoroo 6i0aioTexu jSON2CSV.

Monynb 3aBaHTaXEHHS 300pakeHb BIJIMOBIIA€ 34 3aBAHTAXKCHHS 300pakKeHb
y Cloudflare R2 uepe3 AWS SDK. Meton uploadFromUrl otpumye 300pakeHHs 3a
URL, xonBeprye itoro y WebP uepes Sharp [16] (skicte 80%), renepye UUID-im's
daitny Ta 30epirae y bucket uepes PutObjectCommand (puc. 4.12).
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async uploadFromUrl(imageUrl: string): Promise<string> {

try {
const response = await axios.get(imagelrl, {
responseType: 'arraybuffer',
b;

const buffer = Buffer.from(response.data);

const webpBuffer = await sharp(buffer)
.resize({

width: 860,
height: 1000,
fit: 'inside',

b
.webp({ quality: 95 })
.toBuffer();
const key = “uploads/${uuidv4a()}.webp”;

await this.s3.send(
new PutObjectCommand({
Bucket: this.configService.get<string>('R2_BUCKET'),

Hey: Key,

Body: webpBuffer,

ContentType: 'image/webp',

B,
i
const url = “${this.configService.get<string>('R2_PUBLIC')}/${key}";
return url;
} catch (error) {

console.error(' ¥ Upload failed full error:', error);
throw new HttpException( Failed to upload image , HttpStatus.BAD_REQUEST);

}
h

Pucynok 4.12 — ®parment koxy R2Service (3aBanTakeHHS 300paKeHb )

Monysb MOIITOBMX CHOBIillleHh BUKOpHCTOBYE @nestjs-modules/mailer i3
nrabnonizaropom Handlebars; nra6bmon forgot-password.hbs dhopmye muct i3 OTP-
KOZIOM JIJTs1 BITHOBJICHHS TIAPOJTIO.

VY toumi BXxomy main.ts HajmamToBaHo Taki middleware: Helmet, CORS,
cookie-parser, request-ip Ta oOMexeHHs po3mipy Tina 3amuty 1m0 500 Kb.
[mo6anbumii ValidationPipe aBromarnyHo Bamigye Ta TpaHncpopmye BXiaHI JaHi, a

AllExceptionsFilter nepexoruiroe Bci MOMUIIKH # Jiorye ix uepe3 LogService.

4.4. ITodynoBa kopucTyBalbKoro intepgeiicy
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KnienTcbky wacTMHy moOygoBaHo Ha OiOmiotemi React [17] i3
BukopuctanasaMm TypeScript [18]. Toukoro BXxoay € ¢aiin main.tsx, sskuii oOroprae
nonarok mpoBaimepamu: ThemeProvider (Material Ul), QueryClientProvider
(React Query [19] 3 mamamtyBanusM staleTime: 5 xBunmu), Provider (Redux
Store) Ta Toaster (toast-crioBimenHs yepes react-hot-toast).

MapmpyTtuszaitiss  peamizoBaHa dYepe3 React Router i3 BriIageHUMH
MapIIpyTaMH Ta ITOILJIOM Ha TPYIIH 3a J0moMororo layout-kommonenTis [20]:

- AuthLayout — oOroptka juist cTopiHOK ayTeHTH}iKaIlii (0e3 0CHOBHOTO
xenepa ta pyrepa);

- HomelLayout — maket 11l TOJIOBHOI CTOPIHKH 3 POMO-0aHEPOM;

- PrimaryLayout — oCHOBHHMII MakeT i3 INAIKOIO CaWTy, HABIraIi€r Ta
T1]1BaJIOM;

- ProfileLayout — maket ocoOucToro kabiHeTy 3 O1YHUM MEHIO.

JlocTynm [0 3axWIIEHUX MapIIPyTiB KOHTPOJIOETHCSA KOMIIOHEHTOM
PrivateRoute, sxuii mepeBipsie HasBHICTh aBTOPU30BAHOTO KOpUCTyBada B Redux-
CTaHI Ta IEpEHaNpaBisie Ha CTOPIHKY JIOTiHY y pa3i BigcytHocTi. PublicRoute
HABIAKW  TIEpEHAIpaBiisie  aBTOPU30BAHMX  KOPUCTYBAa4iB 31  CTOPIHOK
JIOT1HY/peecTpallii Ha TOJIOBHY.

Jlist onmTuMizaiii 3aBaHTaxkeHHs yci 20+ CTOPIHOK MIAKIIOYEHO Yepes
React.lazy() 3 nuHamMiuHUM IMIIOPTOM, IO PO3MILIAE KOJ Ha OKpeMi yaHKu (code
splitting) [21]. JonatkoBo y Vite.config.ts HanamroBaHo BuaijaeHHS React Ta React
DOM vy okpemuii vendor-yaHk.

['onoBHa CTOpIHKA. MICTUTh HPOMO-OaHep, CEKIII MOMYISPHUX TOBAapIB Y
BUIJISAII Kapycedi, OJOK Kareropii 13 300paXeHHsIMHU Ta MOCUJIAaHHSAMU Ha KaTallor,

a Takox 1H(opMarliitHy cekiito mpo opena (puc. 4.13 — 4.14).



SANDRELA @ catalog Q_ search something SIGN UF m

BRIDAL SHOP WITH THE POSSIBILITY
OF INDIVIDUAL TAILORING

BA 00 .
VIEW ALL 2

OUR CATEGORIES

Pucynok 4.13 — ['ostoBHa cTOpiHKA JI0AATKY

DRESSES

1539.00 USD

Chic Blazer 938.10USD Luxe Concept 590.00 USD Sophisticated Tuxedo 174.30 USD

Pucynok 4.14 — Cexk11ist HOMy/IsIpHUX TOBapiB

34
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CropiHka Karajory MICTUTh Ol14Hy MaHedb (UIBTPIB Ta CITKy TOBapHHUX
kaptok. JoctymHi ¢insTpu: BHOIp Kareropii, ciaiiaep Alama3oHy LiH Ta BHOIp
po3mipy Big XXS go XXXL. Hax ciTkoro po3MilieHO KOMIIOHEHT COPTYBaHHS 3a
I[IHOO, HOBU3HOIO Ta MOMYJIsIpHicTIO (pHc. 4.15).

Koxen ToBap BimoOpakaerncs y ProductCard i3 ¢ortorpadiero, Ha3Bolo,

HiHOIO, IMO3HAYKOIO 3HMKKH Ta KHOIIKOIO JOAaBaHHA OO CIIMCKY OaxaHb.

PRO DUCTS (251 ) SORT BY RECOMMENDED v

BY PRICE

0usD 2000 USD

BY SIZE

XXS Xs S

M I XL

XXL XXXL

BY CATEGORY

Suits Dresses

Accessories

CLEAR FILTERS

Venti Chic Blazer Colin
1504.80 USD 1#6:60-USB 938.10 USD 1776-:66-USb 319.20 USD 578:866-USb

W

Jennys Lakra Linetta
1539.00 USD 1966-66-USB 820.00 USD 1050.00 USD

Pucynok 4.15 — Cropinka katanory 3 (iasTpaMu Ta CiTKOIO TOBapiB

Cropinka ToBapy micTtuth (puc. 4.16):
- rasiepero 300pakeHb 13 MiHIaTIOpaMu Ta BIAKpUTTIM Y lightbox;

- Onok iH(opMarllii — Ha3Ba, IiHa 31 3HIKKOIO, OTIHC Ta IOCTYITHICTH;

BUOIp po3mipy uepe3 SizesPicker;
- O;MOK BIATYKIB 31 CHOUCKOM KOMEHTapiB, peiltuHrom (1-5 3ipok) Ta

dbopmoro tomaBaHHs BiAryky (puc. 4.17).
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Venti
1504.80 USD 1#6:66-U5D
12% off

Luxurious fluffy, shining dress with dropped shoulders. Lace up corset

SIZES

XL

ADD TO BAG L 4
Pucynok 4.16 — Cropiaka ToBapy
RATING & REVIEWS
1 0
40 |

1 RATINGS

COMMENTS (1)

Review this product?

Enter your comment

@ Oleksandra Pryhoda

Nice dress!

Published at: 24/02/2026

Pucynok 4.17 — briok BiATrykiB
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Kommonent Cart BigoOpaxkae CIHCOK JIOJaHUX TOBApiB 13 MOMKJIUBICTIO
3MIHH KIJIBKOCTI, po3Mipy Ta BuuajieHHs (puc. 4.18). 3araibHy cyMy IiapaxoBye
komroHeHT Total. 3a MOpOXHKOTO KOIIHKA BimoOpakaeThess EMpty 13 mocunaHHsIM

Ha karayor (puc. 4.19).

CART (3) x

(]

Luxe Concept
590.00 USD
SIZE: L

QUANTITY: | — 1 4+

Venti

1504.80 USD +H6:866-USB
12% off

(m]

SIZE: XS

QUANTITY:  — 1 +

Colin

319.20 USD 576-:86-YSB
44% off

(m ]

SIZE: S

TOTAL 2414.00 USD

CHECKOUT

Pucynok 4.18 — Komuk 3 ToBapamu

4

You haven't added anything to your
cart yet

Add an item to your shopping cart and it will
appear in this list.

GO SHOPPING

Pucynoxk 4.19 — IlopoxHiil Kommk



38

Cropinka oQOpMJIEHHS 3aMOBJICHHS CKJIAQJa€TbCs 3 TPHOX CEKI[i: BHUOIp
30epeXeHOi aapecH TOCTaBKU ab0 BBEIEHHS HOBOi, BHOIp crmocoOy oriath Ta
neperisi, 3aMOBJICHHX ToBapiB 13 migcymkoMm (puc. 4.20). Ilicis ycminrHOro

odopMIIEHHSI KOPHCTYBau nepeHarnpanisieTbesi Ha cTopinky CheckoutSuccess (puc.
4.21).

CHECKOUT

SHIPPING ADDRESS EDIT CART

Oleksandra Pryhoda
VENTI

1504.80 USD 1HO:86-USB
12% off

Ukraine, Chernihiv, Smirnova 37

PAYMENT METHOD SIZE: XS QUANTITY:1

O CARD ‘ @® PAYPAL ‘ O AMAZON

COLIN
319.20 USD 576:66-YSPB
44% off

PLACE ORDER

SIZE:S QUANTITY:1

CHIC BLAZER
938.10 USD 1776:66-USD
47% off

SIZE: XXXL QUANTITY:1

Total 3788.70 USD
Delivery 20 USD
GRAND TOTAL 3808.70 USD

Pucynox 4.20 — Cropinka opopMIIeHHS 3aMOBJICHHS

g. ORDER #14

" ) THANKS FOR YOUR
ORDER!

The transactio

W GO TO THE ORDER LIST GO TO THE MAIN PAGE
AN

ur order has been added to your order list

Pucynok 4.21 — Cropinka ycrnimHoro o(popMICHHS 3aMOBJICHHS

dopmu peectparii Ta soriny mnooOymoBaHo uepe3 React Hook Form i3
BaTigarfiero moiiB (email, maposs, iM's) (puc. 4.22 — 4.23). BinHOBICHHS MapOITIO

CKJIAJIAETHCS 3 YOTUPHOX KPOKIB:
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- BBeAcHHA email;
- BBeneHHs OTP-komy 3 email (puc. 4.24);
- BCTAHOBJICHHS HOBOTO MapoJIio;

- CTOpiHKA YCITIXY.

CREATE AN ACCOUNT

Start your experience with us.

Email
Enter ema

Full Name

#

L] Password
£,

v ERk%
\ R: t d
epeat passwor:
f

Already have an account?

Turn your ideas into reality

Start for free and get attractive offers from the community

Pucynok 4.22 — Ctopinka peectpaiii

LOGIN AN ACCOUNT

Start your experience with us

Email

Enter ema

Password

Don't have an account?

Turn your ideas into reality

Start for free and get attractive offers from the community

Pucynok 4.23 — Cropiaka BXomy



40

CHECK YOUR EMAIL

We sent a password reset code to
koffld@yahoo.com

VERIFY EMAIL

Didn't receive the email? Click to resend

< BACKTO LOGIN

Pucynok 4.24 — Beenennst OTP-koxy /u1st BiTHOBIICHHS ITApOJITIO

Ocobuctnii kabineT moOymoBaHo Ha ocHOBI ProfileLayout i3 GiuHOIO
HaBIraii€l0 Ta MICTUTH 7 po3aunB. Account BimoOpaxkae im's, email Ta nary
peectparii. Orders Hajgae cMcoK 3aMOBIICHb 13 netansamu (puc. 4.25), npykoM Ta
3aBanTakeHHs M CSV. Shipping i Payment BiamoBigaroTh 3a ynpapiaiHHS aJpecamu
nocraBku (puc. 4.26) ta crocobamu oriatu (puc. 4.27). Wishlist micTuTh crimcok
Oaxanb (puc. 4.28), Reviews — Biaryku xopucrtyBada, Settings — 3MiHy mapoiito
Ta yNpaBIiHHSI aKTUBHUMU ceCisiMH. [[JIsI KOXKHOTO pO3/iTy pealli3oBaHO CKEJIETOH-

3aBaHTaKyBadl Ta KOMIIOHEHTH TTOPOXKHIX CTaHIB.

ORDE RS DOWNLOAD CSV ¥,
ORDER ID DATE ITEMS TOTAL AMOUNT STATUS ACTION

v #13 28/04/2026 5 3118.70 USD Shipped =R

v #10 27/01/2026 2 1026.30 USD Shipped =T

v #9 26/01/2026 2 2462.90 USD Shipped =R

v #14 01/05/2026 4 3808.70 USD Shipped =R

v #12 24[02/2026 3 2874.80 USD Shipped =T

Pucynox 4.25 — Ocobuctuii kabiHeT (po3/1iJ1 3aMOBJICHB)



SHIPPING ADDRESS

SHIPPING ADDRESS
Oleksandra Pryhoda
Ukraine, Chernihiv, Smirnova 37

koffld@yahoo.com

SHIPPING ADDRESS
Oleksandra Pryhoda
UKKEK, London, 153 Anconda Rd

koffld@yahoo.com

+ ADD SHIPPING ADDRESS

Pucynok 4.26 — OcoOuctuii kabiHeT (aapecH T0CTaBKH)

SETTINGS

CURRENT DEVICE

D WINDOWS, UNKNOWN

Session started on: 02/05/2026

PASSWORD

Old Password

L S d L LR S L el

New Password

L s s

Repeat New Password

*EFEER e EEEEERREE

CHANGE PASSWORD FORGOT PASSWORD

Primary

C

7

Pucynox 4.27 — OcobucTuii kabiHeT (yrmpaBIiHHS CECISIMH)

Ch

(]

41
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WISH LIST (2)

Venti Chic Blazer
1504.80 USD ¥AH6-:66-USB 938.10 USD 1776:66-USB

Pucynok 4.28 — Ocobuctuii kabiHeT (CIUCOK 0a)aHb)

Jlist xomyHikamii i3 cepepoM ctBopeHo 10 API-momynis (auth, products,
cart, orders, wishlist, reviews, payment, shipping, categories, user), KOKeH 3 SKHX
BUKOpUCTOBYEe Axios. KacToMHI Xyku iHKamcymaoroTh BUKIUKA React Query Ta

3a0e3MeuyI0Th aBTOMAaTUYHE KEeITyBaHHSI, IHBAJIJAII0 Ta MOBTOPHI CIIPOOH.

4.5. TectyBaHHS1 aIaNITUBHOCTI Ta aHAJI3 MBUAKOII

AnanTHBHICTH 3a0e3meuyeThcsi cucteMoro breakpoints Material Ul xs (0—
600px), sm (600-900px), md (900-1200px), lg (1200-1536px), xI (1536px+).
AnanTuBHI MakeTH OyIyIOThCS 4epes3 responsive-nporicu komroneHTiB Grid, Stack
Ta BOX — Hanpukiaa, ciTka KaTajory 3MIHIOE KIJIbKICTh KOJIOHOK Bif 1 Ha
MoOUTBHOMY 10 3—4 Ha neckrori. TectyBanas nposeneHo B DevTools Chrome st
TphoX po3mipiB: iPhone SE (375%667px) (puc. 4.29), iPad (768%x1024px) (pwuc.
4.30) ta Desktop (1440%900px).
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SANDRELA

BRIDAL SHOP WITH
THE POSSIBILITY OF
INDIVIDUAL

TAILORING

OUR CATEGORIES

Pucynox 4.29 — I'ojoBHa cTopiHka Ha MOOUTEHOMY MPUCTPOL

SANDRELA &8 Q search something.. m
me » Dresses
DRESSES (O) SORT BY: THE MOST POPULAR

Pucynok 4.30 — Karanor Ha muranmeTi
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[IBuaxomito mepesipeHo uepe3 Google Lighthouse [22] mist ronoBHOT
cTopiHku Ta katanory. OuiHioBanuck meTpuku Performance, FCP, LCP, CLS Tta
TBT (puc. 4.31).

OnTuMmi3zallis J0CATAETHCS 3aBISIKH:

- lazy loading cropinok Ta 300pakeHb;

- PO3IUJICHHIO OaH/Ty Ha YaHKH;

- KeIIyBaHHIO CepBEPHHX JaHuX depe3 React Query;

- KoHBepTarlii 300paxkenb y WebP uepes Sharp Ha cepsepi;

- debounce-o6po011i 3anuTiB pH GiIETpALii.

® O 6 ©

Performance Accessibility Best Practices

Pucynok 4.31 — Pesynbrat Google Lighthouse 1t roioBHOT CTOpiHKU

4.6. Onuc GpyHKIiOHAJILHUX MOKIUBOCTEN 101aTKY

Be6-nonatok Hayae Taki PyHKIIIOHAIbHI MOKIIUBOCTI:

- meperyisaa 13 QuUIBTpalli€l0 3a KaTeropisMu, po3MipaMu Ta I[IHOIO,
COpPTYBaHHS Ta TEKCTOBUH momryK. CTOpiHKa ToBapy MiCTUTh rainepero 3 lightbox,
onuc, BUOIp po3Mipy, IIHY 31 3HUKKOIO Ta 010K BIATYKIB (1-5 31pok);

- JI0JAaBaHHS TOBAapiB 13 BHUOOPOM pPO3MIPY 1 KIIBKOCTI, aBTOMaTUYHHMA
nigpaxyHok cymu. OQopMIIeHHS 3aMOBJICHHSI BKJIIOYae BHOIp aJpecH JIOCTaBKH,
criocoOy aoctaBku (kyp'ep, DHL, camoBuBI3) Ta MeToay oriatu (kKaptka, PayPal,
Amazon);

- peecTpallis, BXiJ, aBTOOHOBJICHHS TOKCHIB Ta 4-KPOKOBE BIJHOBIICHHS

naposto uepe3 OTP;



45

- ocobucTtuit kabiHeT: iHpopMaIlis Mpo aKayHT, ICTOPis 3aMOBJIEHb (APYK,
CSV), ynpasiiHHs agpecamMu Ta Croco0amMu OTUIaTH, CIIMCOK Oa)kaHb, BIATYKH Ta
HAJAIITYBaHHA (3MiHA MAPOJIIO, YIPABIIHHSA aKTUBHUMHU CECISIMU);

- CIHCOK OakaHb Yepe3 KHOIKY-CEpIle Ha KapTIli, BIATYKHA 3 MOKJIMBICTIO
penaryBaHHs Ta BHIaJeHHs; t0asSt-crioBileHHs A7 BCIX Jid KOpHCTyBada (puc.

4.32); cratruni iHdopMalliiiti ctopinku (puc. 4.33).

€3 Invalid email or password

Pucynoxk 4.32 — Toast-crioBimieHHs MOMUIKA TIPH BXO/I

SHIPPING & DELIVERY

© ORDER PROCESSING

All orders are processed within 1-3 business days after payment confirmation. You will
receive an email once your order has been shipped.

s SHIPPING METHODS

» Standard Shipping — 7-14 business days
» Express Shipping — 3-7 business days

Delivery times are estimates and may vary due to customs or local courier delays.

© INTERNATIONAL SHIPPING

We ship worldwide. International orders may be subject to customs duties or taxes. These
charges are the responsibility of the customer.

® ORDER TRACKING

Once your order is shipped, a tracking number will be sent via email. Tracking information
may take up to 24 hours to update.

Pucynok 4.33 — [ndopmarriitaa cropinka (JlocraBka Ta JoricTika)
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BUCHOBKH

VY mnporeci BUKOHaHHS KBaji(ikaliiiHoi poOOTH po3poOSieHO BeO-10/1aTOK
IHTEpPHET-Mara3uHy BECUTHHOTO OJIATY Ta aKcecyapiB, 0 3a0e3neuye MOBHUM KT
B3a€MOJIIT TOKYMIIS 3 MIAaTGOPMOI0 — BiJl MEPEnIsly Karajiory a0 opopMIIEHHS
3aMOBJICHHS.

KnienTcpky yactuny peanizoBano Ha React i3 TypeScript, 3 BukopuctaHHsIM
Material Ul ngns moOymoBu amantuBHOro iHTepdeiicy, Redux Toolkit s
yopaBiiHHS ToOanbHUM cTaHoM Ta TanStack React Query anst keunryBaHHs
cepBepHux aaHux. CepBepHy uacThHy MoOymoBaHo Ha NestJS 13 MOIYIbHOIO
apxitektyporo, ORM Prisma ta CYBJ] PostgreSQL. [Ins 36epiranas 300pakeHb
3actocoBaHo xMapHuii cepsic Cloudflare R2 3 aBTOMaTHuHOIO KOHBEpTALIE€IO Y
dbopmar WebP.

PeanizoBano cucremy aytenTtudikamii Ha ocHoBl JWT-tokeniB 3 OTP-
NIATBEPIKEHHSAM I BIJIHOBJIEHHS MApOJII0, YIPABIIHHS aKTUBHUMH CECIIMH Ta
komiuieke 3axofiB Oesmeku (Helmet, CORS, rate limiting, Bamigaiis BXIiJHHUX
JaHuX). 3a0e3reyeHo aJanTUBHICTh 1HTepdeicy st MOOUTbHUX, TUIAHILIETHUX 1
JIECKTOITHUX MPUCTPOIB Ta ONTHUMI3aIlI0 MPOAYKTUBHOCTI 3a MeTpukamu Google
Lighthouse.

3a pe3yabTaraMu TECTYBAHHS MIATBEPIKEHO KOPEKTHICTH pPOOOTH BCIX
(GYHKIIIOHATBPHUX MOMAYJIIB CHCTEMH Ta BIAMOBIIHICTH PEaji30BaHOTO JIOJATKY
BU3HAUYCHUM BHMOTaM.

OxkpiM TEXHIYHOI peanizarllii, pe3yapTaTd KBami(iKaiitHoi poOOTH MTPOULIIH
anpoOariiro 'y BUIVISAAI J0MOBiAI Ta Te3 Ha koHpepeHmii «XLVIX Mixunapoana

HAyKOBA CTYJIEHTChKa KOH(epeHLIIs.
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NOJATOK A. MTPOIT'PAMHUI KO/

I'OJIOBHA CTOPIHKA
import { Box, Grid, Stack } from "@mui/material™;
import { useRef } from "react";
import HomepageSection from "@/components/sections/HomepageSection™;
import HomepageBanner from "@/components/ui/layout/HomepageBanner";
import ImageWithButton from "@/components/ui/cards/ImageWithButton™;
import ProductsSwiper from "@/components/features/product/Swiper";
import HomepageCompanies from "@/components/ui/layout/HomepageCompanies";
import { useProducts } from "@/hooks/useProducts";
import type { Swiper } from "swiper/types";
const Home: React.FC = () => {
const dressesRef = useRef<Swiper | null>(null);
const suitsRef = useRef<Swiper | null>(null);
const accessoriesRef = useRef<Swiper | null>(null);
const { products: dresses, isLoading: dressesLoading } = useProducts({ category: "dresses" });
const { products: suits, isLoading: suitsLoading } = useProducts({ category: "suits" });
const { products: accessories, isLoading: accessoriesLoading } = useProducts({ category:
"accessories" });
const swiperSections = [
{
key: "dresses",
title: "Dresses”,
data: dresses,
isLoading: dressesLoading,
ref: dressesRef,

}
{

key: "suits",

title: "Suits",

data: suits,

isLoading: suitsLoading,
ref: suitsRef,

}
{

key: "accesories",
title: "Accessories”,
data: accessories,
isLoading: accessoriesLoading,
ref: accessoriesRef,
h
] as const;
return (
<Stack>
<HomepageBanner />
<HomepageSection title="Our categories">
<Box sx={{ height: 750 }}>
<Grid container spacing={4} sx={{ height: "100%" }}>
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<Grid size={{ xs: 6 }} sx={{ height: "100%" }}>
<ImageWithButton
imgSrc="/categories-dresses.webp"
linkText="Dresses"
linkHref="/catalog?category=dresses"

/>
</Grid>
<Grid size={{ xs: 6 }} sx={{ height: "100%" }}>
<Box
sx={{
display: "grid",
gridTemplateRows: "1fr 1fr",
gap: 4,
height: "100%",
1}
>

<ImageWithButton imgSrc="/categories-suits.webp” linkText="Suits"
linkHref="/catalog?category=suits" />
<ImageWithButton
imgSrc="/categories-accessories.webp"
linkText="Accessories"
linkHref="/catalog?category=accessories"
/>
</Box>
</Grid>
</Grid>
</Box>
</HomepageSection>
<HomepageSection title="Clothing">
<Box sx={{ height: 450 }}>
<Grid container spacing={4} sx={{ height: "100%" }}>
<Grid size={{ xs: 6 }} sx={{ height: "100%" }}>
<ImageWithButton
imgSrc="/clothing-for-her.webp"
linkText="For her"
linkHref="/catalog?category=dresses"
/>
</Grid>
<Grid size={{ xs: 6 }} sx={{ height: "100%" }}>
<ImageWithButton imgSrc="/clothing-for-him.webp" linkText="For him"
linkHref="/catalog?category=suits" />
</Grid>
</Grid>
</Box>
</HomepageSection>
{swiperSections.map(({ key, title, data, isLoading, ref }) => (
<HomepageSection key={key} title={title} isSwiper swiperRef={ref}>
<ProductsSwiper data={data} swiperRef={ref} isLoading={isLoading} />
</HomepageSection>
)}
<HomepageCompanies />
</Stack>
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);
)3

export default Home;

CTOPIHKA PEECTPALIII

import RegisterForm from "@/components/forms/auth/Register";
const Register: React.FC = () => {

return <RegisterForm />;

¥

export default Register;

®OPMA PEECTPALIIT
import { Button, Stack, TextField } from "@mui/material™;
import { useForm } from "react-hook-form";
import { useNavigate } from "react-router";
import toast from "react-hot-toast";
import AuthFormLayout from "@/components/forms/auth/FormLayout™;
import FormField from "@/components/ui/layout/FormField";
import AuthService from "@/api/auth/auth.service";
type RegisterFormFields = {
email: string;
fullName: string;
password: string;
repeatPassword: string;
I3
const RegisterForm: React.FC = () => {
const navigate = useNavigate();
const {
handleSubmit,
register,
watch,
formState: { errors, isSubmitting },
} = useForm<RegisterFormFields>();
const password = watch(""password");
const onSubmit = async (formData: RegisterFormFields) => {
const { repeatPassword, fullName, ...data } = formData;
void repeatPassword;
const [firstName, lastName = ""] = fullName.trim().split(" *);
await AuthService.register({ ...data, firstName, lastName });
toast.success("Registration successful);
navigate("/login™);

¥

return (
<AuthFormLayout
title="Create an account"
description="Start your experience with us."
footerText="Already have an account?"
footerLinkText="Log in"
footerLinkHref="/login"

isBackToLogin={false}
>



52

<Stack component="form" noValidate onSubmit={handleSubmit(onSubmit)} sx={{ gap: 1.5
1>
<FormField label="Email">
<TextField
placeholder="Enter email”
{...register("email”, {
required: "Email is required"”,
pattern: {
value: /"[A-Z0-9. %+-]+@[A-Z0-9.-]+\.[A-Z]{2,}%/i,
message: "Invalid email address”,
I
H}

error={!lerrors.email}
helperText={errors.email?.message}
/>
</FormField>
<FormField label="Full Name">
<TextField
placeholder="Enter full name"
{...register("fullName", {
required: "Full name is required",
validate: (value) => {
const parts = value.trim().split(/\s+/);
if (parts.length < 2) return "Please enter both first and last name";
if (parts.some((p) => p.length < 2)) return "Each name must be at least 2 characters";
if (parts.some((p) => p.length > 32)) return "Each name must be no more than 32
characters™;
return true;
3
pattern: {
value: /NA-Za-zA-Sa-aEélili€e\s'-]+$/,
message: "Full name can only contain letters, spaces, hyphens, and apostrophes”,
}
H}

error={!!errors.fullName}
helperText={errors.fullName?.message}
/>
</FormField>
<FormField label="Password">
<TextField
placeholder:"****************"
type="password"
{...register("password", {
required: "Password is required”,
minLength: { value: 8, message: "Password is too short (minimum 8 characters)" },
H}
error={!'errors.password}
helperText={errors.password?.message}
/>
</FormField>
<FormField label="Repeat password">
<TextField



p I aceho I der:"****************"

type="password"
{...register("repeatPassword", {
required: "Please confirm your password",
validate: (value) => value === password || "Passwords do not match",
bl
error={!lerrors.repeatPassword}
helperText={errors.repeatPassword?.message}
/>
</FormField>
<Button type="submit" variant="contained" size="small" disabled={isSubmitting}>
Create Account
</Button>
</Stack>
</AuthFormLayout>
);
Y

export default RegisterForm;

CTOPIHKA BXOJY

import LoginForm from "@/components/forms/auth/Login™;
const Login: React.FC = () => {

return <LoginForm />;

¥

export default Login;

OOPMA BXOY
import { Button, Link, Stack, TextField } from "@mui/material™;
import { useAppDispatch } from "@/redux/store™;
import { useForm } from "react-hook-form";
import { useNavigate } from "react-router";
import AuthFormLayout from "@/components/forms/auth/FormLayout™;
import FormField from "@/components/ui/layout/FormField";
import { login } from "@/redux/auth/auth.actions";
type LoginFormFields = {
email: string;
password: string;
b
const LoginForm: React.FC = () =>{
const dispatch = useAppDispatch();
const navigate = useNavigate();
const {
handleSubmit,
register,
formState: { errors, isSubmitting },
} = useForm<LoginFormFields>();
const onSubmit = async (data: LoginFormFields) => {
const result = await dispatch(login(data));
if (login.rejected.match(result)) return;
navigate("/");
b

return (
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<AuthFormLayout
title="Login an account"
description="Start your experience with us."
footerText="Don't have an account?"
footerLinkText="Register"
footerLinkHref="/register"
isBackToLogin={false}

>
<Stack component="form" noValidate onSubmit={handleSubmit(onSubmit)} sx={{ gap: 1.5
1>
<FormField label="Email*>
<TextField

placeholder="Enter email”
{...register("email", {
required: "Email is required"”,
pattern: {
value: /"[A-Z0-9. %+-]+@[A-Z0-9.-]+\.[A-Z]{2,}%/i,
message: "Invalid email address”,
1
H}

error={!!errors.email}
helperText={errors.email?.message}
/>
</FormField>
<FormField label="Password">
<TextField
placeholder:"****************"
type="password"
{...register("password", {
required: "Password is required”,
minLength: { value: 8, message: "Password is too short (minimum 8 characters)" },
H}
error={!lerrors.password}
helperText={errors.password?.message}
/>
</FormField>
<Link href="/forgot-password" variant="underlined" sx={{ alignSelf: "flex-end" }}>
Forgot Password?
</Link>
<Button type="submit" variant="contained" size="small" disabled={isSubmitting}>
Login
</Button>
</Stack>
</AuthFormLayout>
);
b

export default LoginForm;

CTOPIHKA 3ABVYJIA ITAPOJIb
import ForgotPasswordForm from "@/components/forms/auth/ForgotPassword";
const ForgotPassword = () => {

return <ForgotPasswordForm />;
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}

export default ForgotPassword;

®OPMA 3ABVYJIN ITAPOJIb
import { Button, Stack, TextField } from "@mui/material™;
import { useForm } from "react-hook-form";
import { useNavigate } from "react-router";
import toast from "react-hot-toast";
import AuthFormLayout from "@/components/forms/auth/FormLayout";
import FormField from "@/components/ui/layout/FormField";
import AuthService from "@/api/auth/auth.service";
type ForgotPasswordFormFields = {
email: string;
b
const ForgotPasswordForm: React.FC = () => {
const navigate = useNavigate();
const {
handleSubmit,
register,
formState: { errors, isSubmitting },
} = useForm<ForgotPasswordFormFields>();
const onSubmit = async ({ email }: ForgotPasswordFormFields) => {
const result = await AuthService.sendForgotPasswordOtp(email);
toast.success(result.message);
navigate("/verify-otp", { state: { email } });
b
return (
<AuthFormLayout title="Forgot Password?" description="No worries, we’ll send you reset
instructions™>
<Stack component="form" noValidate onSubmit={handleSubmit(onSubmit)} sx={{ gap: 1.5
1>
<FormField label="Email">
<TextField
placeholder="Enter email”
{...register("email", {
required: "Email is required”,
pattern: {
value: /N[A-Z0-9. %+-]+@[A-Z0-9.-]+\.[A-Z]{2,}$/i,
message: "Invalid email address",
I
H}

error={!lerrors.email}
helperText={errors.email?.message}
/>
</FormField>
<Button type="submit" variant="contained" size="small" disabled={isSubmitting}>
Send OTP
</Button>
</Stack>
</AuthFormLayout>
);
b
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export default ForgotPasswordForm;

CTOPIHKA BIAHOBJIEHHA ITAPOJIYO
import ResetPasswordForm from "@/components/forms/auth/ResetPassword";
const ResetPassword: React.FC = () => {
return <ResetPasswordForm />;
b

export default ResetPassword;

®OPMA BIJHOBJIEHHS ITAPOJIIO
import { Button, Stack, TextField } from "@mui/material™;
import { useForm } from "react-hook-form";
import { useNavigate } from "react-router";
import AuthFormLayout from "@/components/forms/auth/FormLayout";
import FormField from "@/components/ui/layout/FormField";
import AuthService from "@/api/auth/auth.service";
type ResetPasswordFormFields = {
password: string;
repeatPassword: string;
b
const ResetPasswordForm: React.FC = () => {
const navigate = useNavigate();
const params = new URLSearchParams(location.search);
const resetToken = params.get("resetToken");
const {
handleSubmit,
register,
watch,
formState: { errors, isSubmitting },
} = useForm<ResetPasswordFormFields>();
const password = watch("password");
const onSubmit = async (formData: ResetPasswordFormFields) => {
if (resetToken) return navigate(*'/login™);
await AuthService.resetPassword({ resetToken, password: formData.password });
navigate("/reset-password-success");
b
return (
<AuthFormLayout
title="Set new password"
description=""Your new password must be different to previously used passwords."
>
<Stack component="form" noValidate onSubmit={handleSubmit(onSubmit)} sx={{ gap: 1.5
1>
<FormField label="Password">
<TextField
p|aCGhO|der="****************"
type="password"
{...register("password", {
required: "Password is required",
minLength: { value: 8, message: “"Password is too short (minimum 8 characters)" },

bl

error={!lerrors.password}



helperText={errors.password?.message}
/>
</FormField>
<FormField label="Repeat password">
<TextField
placehoIder:"****************"
type="password"
{...register("repeatPassword", {
required: "Please confirm your password",
validate: (value) => value === password || "Passwords do not match",
H}
error={!lerrors.repeatPassword}
helperText={errors.repeatPassword?.message}
/>
</FormField>
<Button type="submit" variant="contained" size="small" disabled={isSubmitting}>
Reset password
</Button>
</Stack>
</AuthFormLayout>
)i
b

export default ResetPasswordForm;

CTOPIHKA IIATBEPIDKEHHSA OAHOPA30OBOI'O KOAY
import VerifyOtpForm from "@/components/forms/auth/VerifyOtp";
const VerifyOtp: React.FC = () =>{

return <VerifyOtpForm />;

Y
export default VerifyOtp;

®OPMA TIIATBEPIXXKEHHS OJHOPA30OBOI'O KOY
import { Button, Stack, Typography } from "@mui/material”;
import { useLocation, useNavigate } from "react-router";
import { useEffect } from "react”;
import { useForm, Controller } from "react-hook-form";
import { MuiOtplnput } from "mui-one-time-password-input";
import AuthFormLayout from "@/components/forms/auth/FormLayout™;
import AuthService from "@/api/auth/auth.service";
import { VerifyOtpBody } from "@/api/auth/auth.types”;
const VerifyOtpForm: React.FC = () =>{
const navigate = useNavigate();
const location = useLocation();
const email = location.state?.email;
const {
control,
handleSubmit,
formState: { errors, isSubmitting },
} = useForm<VerifyOtpBody>({
defaultValues: {
otp: ",
h



b
useEffect(() => {

if (lemail) {
navigate("/login");
}

}, [email, navigate]);

const onSubmit = async ({ otp }: { otp: string }) => {
const { resetToken } = await AuthService.verifyOtp({ email, otp });
navigate("/verify-otp-success", { state: { resetToken } });

h
return (
<AuthFormLayout
title="Check your email"

description={"We sent a password reset code to ${email} }

footerText="Didn’t receive the email?"
footerLinkText="Click to resend"
footerLinkHref="/forgot-password"

>

58

<Stack component="form" noValidate onSubmit={handleSubmit(onSubmit)} sx={{ gap: 1.5

1>
<Controller
name="otp"
control={control}
rules={{
required: "OTP is required"”,
minLength: {
value: 4,
message: "OTP must be 4 digits",
3
maxLength: {
value: 4,
message: "OTP must be 4 digits",
I3
3s
render={({ field }) => (
<MuiOtpInput
{...field}
length={4}
TextFieldsProps={{
InputProps: {
sx: (theme) => ({
width: 92,
height: 80,
fontSize: 50,
fontWeight: 700,
textAlign: "center”,
"& input": {

color: theme.palette.primary.main,

}
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/>

)}
/>

{errors.otp && (
<Typography color="error" variant="body2" sx={{ textAlign: "center" }}>
{errors.otp.message}
</Typography>

<Button type="submit" variant="contained" size="small" disabled={isSubmitting}>
{isSubmitting ? "Verifying..." : "Verify Email"}
</Button>
</Stack>
</AuthFormLayout>

);
I
export default VerifyOtpForm;

CTOPIHKA IMTPODUIIO (OCHOBHA THOOPMAIIIA)
import { Stack, Typography } from ‘@mui/material’;
import UpdateUserForm from '@/components/forms/profile/UpdateUser’;
const AccountPage: React.FC = () => {
return (
<Stack gap={2}>
<Typography variant="h3">Profile Information</Typography>
<UpdateUserForm />
</Stack>
)i
b

export default AccountPage;

®OPMA JJI51 3SMIHM OCHOBHOI IHOGOPMAITIIT
import { Button, Stack, TextField } from ‘@mui/material’;
import { useQueryClient } from '@tanstack/react-query’;
import { useForm } from 'react-hook-form’;
import toast from 'react-hot-toast’;
import FormField from ‘@/components/ui/layout/FormField’;
import UserService from '@/api/user/user.service',
import { useUser } from '@/hooks/useUser’;
import { User } from '@/api/user/user.types’;
type UpdateUserFormFields = {
firstName: string;
lastName: string;
b
const UpdateUserForm: React.FC = () => {
const queryClient = useQueryClient();
const { data: user } = useUser();
const {
handleSubmit,
register,
formState: { errors, isSubmitting },
} = useForm<UpdateUserFormFields>({
defaultValues: {
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firstName: user?.firstName || ",
lastName: user?.lastName || ",
}
b
const onSubmit = async (data: UpdateUserFormFields) => {
try {
const updatedUser = await UserService.updateUser(data);
queryClient.setQueryData<User>(['user'], updatedUser);
toast.success('Profile updated successfully’);
} catch {
toast.error('Failed to update profile’);

¥
b
return (
<Stack component="form" noValidate onSubmit={handleSubmit(onSubmit)} sx={{ gap: 2,
maxWidth: 600, width: '100%' }}>
<FormField label="Email" labelFontSize={16}>
<TextField placeholder="Enter email" slotProps={{ input: { readOnly: true } }}
value={user?.email} />
</FormField>
<FormField label="First Name" labelFontSize={16}>
<TextField
placeholder="Enter your first name"
{...register(‘firstName’, {
required: 'First name is required’,
minLength: { value: 2, message: 'First name is too short (minimum 2 characters)' },
maxLength: { value: 50, message: 'First name is too long (maximum 50 characters)' },
pattern: {
value: /"[A-Za-zA-Sa-a\s"-]+$/,
message: 'First name can only contain letters, spaces, hyphens, and apostrophes’,
1
H}

error={!!errors.firstName}
helperText={errors.firstName?.message}
/>
</FormField>
<FormField label="Last Name" labelFontSize={16}>
<TextField
placeholder="Enter your last name"
{...register('lastName’, {
required: 'Last name is required’,
minLength: { value: 2, message: ‘Last name is too short (minimum 2 characters)' },
maxLength: { value: 50, message: 'Last name is too long (maximum 50 characters)' },
pattern: {
value: /"[A-Za-zA-Sa-a\s'-]+$/,
message: 'Last name can only contain letters, spaces, hyphens, and apostrophes’,
I
H}

error={!'errors.lastName}
helperText={errors.lastName?.message}
/>
</FormField>
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<Button type="submit" variant="contained" size="small" disabled={isSubmitting} sx={{
maxWidth: 'max-content' }}>
Save Profile
</Button>
</Stack>
);
b

export default UpdateUserForm;

CTOPIHKA 3AMOBJIEHb
import { Button, Stack, Typography } from ‘@mui/material’;
import Orders from '@/components/features/profile/Orders’;
import OrdersService from '@/api/orders/orders.service';
import { useFileDownload } from '@/hooks/useFileDownload’;
import { useOrders } from '@/hooks/useOrders’;
import { FileDownloadOutlined } from '@mui/icons-material’;
const OrdersPage: React.FC = () =>{
const download = useFileDownload();
const { data: orders } = useOrders();
const exportAllIToCsv = async () =>{
const data = await OrdersService.getAllCsv();
download(data, “orders.csv’, ‘text/csv;charset=utf-8;');
I3
return (
<Stack gap={2}>
<Stack flexDirection="row" alignltems="center" justifyContent="space-between" gap={4}>
<Typography variant="h3">Orders</Typography>
<Button
variant="outlined"
color="grey"
size="small"
endlcon={<FileDownloadOutlined />}
onClick={exportAllToCsv}
disabled={orders?.total === 0}
>
Download CSV
</Button>
</Stack>
<Orders />
</Stack>
)i
b
export default OrdersPage;

KOMITOHEHT CITMCKY 3AMOBIJIEHb

import { useState } from 'react’;

import { Pagination, Stack, Table, TableBody, TableCell, TableCellProps, TableHead, TableRow
} from ‘@mui/material’;

import Order from "./ltem’,

import EmptyState from '@/components/ui/EmptyState’;

import OrdersSkeleton from '@/components/ui/loaders/skeletons/Orders";
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import { useOrders } from '@/hooks/useOrders';
import { PAGE_LIMIT } from '@/constants’;
import { RemoveShoppingCartOutlined } from ‘@mui/icons-material’;
const Orders: React.FC = () => {
const [page, setPage] = useState<number>(1);
const { data: orders, isLoading } = useOrders(page);
const pages = orders?.total ? Math.ceil(orders.total / PAGE_LIMIT) : 0O;
const columns = [
{ sx: { width: 40 }, title: " },
{ sx: { minWidth: 140 }, title: 'Order 1D' },
{ sx: { minWidth: 160 }, title: 'Date’ },
{ sx: { minWidth: 50 }, title: 'ltems' },
{ sx: { minWidth: 60 }, title: "Total Amount' },
{ sx: { minWidth: 60 }, title: 'Status' },
{ sx: { minWidth: 90 }, title: 'Action’, align: 'right' },
I;
return (
<Stack gap={3}>
{isLoading ? (
<OrdersSkeleton />
) : orders && orders?.total >0 ? (
<>
<Table>
<TableHead>
<TableRow>
{columns.map(({ sx, title, align }) => (
<TableCell sx={sx} align={(align as TableCellProps[‘align) ?? 'left'}>
{title}
</TableCell>
)}
</TableRow>
</TableHead>
<TableBody>
{orders?.orders.map((order) => (
<Order {...order} />
)}
</TableBody>
</Table>
{pages > 1 && <Pagination page={page} count={pages} onChange={(_, val) =>
setPage(val)} />}
<[>
)i (
<EmptyState
title=""Your orders is empty"
description=""Your orders will appear here once you make a purchase."
icon={RemoveShoppingCartOutlined}
/>
)}
</Stack>
);
b

export default Orders;
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CTOPIHKA BAKAHI TOBAPU
import { useState } from 'react’;
import { useSelector } from 'react-redux’;
import { Divider, Pagination, Stack, Typography } from ‘@mui/material’;
import { useQuery } from '‘@tanstack/react-query’;
import Reviewsltem from '@/components/features/product/Reviews/ltem’;
import ReviewSkeleton from '@/components/ui/loaders/skeletons/Review’;
import EmptyState from '@/components/ui/EmptyState’;
import ReviewsService from '@/api/reviews/reviews.service';
import { authSelector } from '@/redux/auth/auth.selectors';
import { StarHalf } from '‘@mui/icons-material’;
import { REVIEWS_LIMIT } from '@/constants';
const ReviewsPage: React.FC = () => {
const { isAuth } = useSelector(authSelector);
const [page, setPage] = useState<number>(1);
const { data: reviews = { reviews: [], total: 0 }, isLoading } = useQuery({
queryKey: ['reviews', { page, limit: REVIEWS_LIMIT }],
queryFn: () => ReviewsService.getMyReviews({ page, limit: REVIEWS_LIMIT }),
enabled: isAuth,
b
const pages = Math.ceil(reviews.total / REVIEWS_LIMIT);
return (
<Stack gap={4} sx={{ width: '100%" }}>
<Typography variant="h3">Reviews ({reviews.total})</Typography>
{isLoading ? (
[...Array(3)].map((_, idx) => <ReviewSkeleton key={idx} />)
) : reviews.total >0 ? (
reviews.reviews.map((review, idx) => (
<>
<Reviewsltem key={review.id} variant="profile" {...review} />
{idx + 1 !==reviews.reviews.length && <Divider />}
<[>
)
) (
<EmptyState
icon={StarHalf}
title="You haven't left any reviews yet"
description="Reviews you write will appear here. Share your experience with other
shoppers once you've tried our products."”
/>
)}
{pages > 1 && (
<>
<Divider />
<Pagination page={page} count={pages} onChange={(_, p) => setPage(p)} />
<[>
)}
</Stack>
);
b

export default ReviewsPage;
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CTOPIHKA IUIATDKHOI IHOOPMAITIT
import { Stack, Typography } from "@mui/material ™",
import PaymentMethods from "@/components/features/profile/PaymentMethods";
const PaymentPage: React.FC = () => {
return (
<Stack gap={4} sx={{ width: "100%" }}>
<Typography variant="h3">Payment methods</Typography>
<PaymentMethods />
</Stack>
);
b

export default PaymentPage;

KOMITOHEHT CITUCKY IUVIATDKHUX METO/IIB
import { Button, Stack } from '@mui/material’;
import { useState } from 'react’;
import PaymentMethod from "./ltem’;
import EmptyState from '../EmptyState’;
import CustomModal from '@/components/ui/layout/CustomModal’;
import PaymentMethodForm from '@/components/forms/profile/PaymentMethod’;
import PaymentMethodSkeleton from '@/components/ui/loaders/skeletons/PaymentMethod’;
import { useUserPaymentMethods } from '@/hooks/useUserPaymentMethods';
import { Add } from ‘@mui/icons-material’;
const PaymentMethods: React.FC = () => {
const [isAddModalOpened, setlIsAddModalOpened] = useState<boolean>(false);
const { data: payment = [], isLoading } = useUserPaymentMethods();
const handleClose = () => {
setiIsAddModalOpened(false);
I3
const handleOpen = () => {
setlsAddModalOpened(true);
b
return (
<Stack gap={2}>
{isLoading ? (
[...Array(3)].map((_, idx) => <PaymentMethodSkeleton key={idx} />)
) : payment.length > 0 ? (
payment.map((method) => <PaymentMethod {...method} />)
) (
<EmptyState
title="No payment method saved"
description="Checkout faster by saving a payment method"
buttonText="Add Payment"
onClick={handleOpen}
/>
)}
{payment.length < 3 && payment.length >0 && (
<Button
startlcon={<Add />}
variant="outlined"
color="grey"
size="small"
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sx={{ width: 'max-content' }}
onClick={handleOpen}
>
Add Payment Method
</Button>

)}
<CustomModal maxWidth={600} title="Add Payment Method"
open={isAddModalOpened} onClose={handleClose}>
<PaymentMethodForm mode="create" afterSubmit={handleClose} />
</CustomModal>
</Stack>
);

b
export default PaymentMethods;

CTOPIHKA AJIPECU IJIA JOCTABKIM
import { Stack, Typography } from "@mui/material”;
import Addresses from "@/components/features/profile/Addresses”;
const ShippingPage: React.FC = () => {
return (
<Stack gap={4} sx={{ width: "100%" }}>
<Typography variant="h3">Shipping Address</Typography>
<Addresses />
</Stack>
)i
b
export default ShippingPage;

KOMITOHEHT CIIMCKY AAPEC 1JI JOCTABKHA
import { Button, Stack } from '@mui/material’;
import { useState } from 'react’;
import Address from "./ltem’;
import EmptyState from '../EmptyState’;
import CustomModal from '@/components/ui/layout/CustomModal’;
import ShippingAddressSkeleton from '@/components/ui/loaders/skeletons/ShippingAddress';
import ShippingAddressForm from '@/components/forms/profile/ShippingAddress’;
import { useUserShippingAddresses } from '@/hooks/useUserShippingAddresses';
import { Add } from ‘@mui/icons-material’;
const Addresses: React.FC = () => {

const [isCreateModalOpened, setlsCreateModalOpened] = useState<boolean>(false);

const { data: addresses =[], isLoading } = useUserShippingAddresses();

const handleClose = () => {
setlsCreateModalOpened(false);
b
const handleOpen = () => {
setlsCreateModalOpened(true);
b
return (

<Stack gap={2}>

{isLoading ? (
[...Array(3)].map((_, idx) => <ShippingAddressSkeleton key={idx} />)
) : addresses.length >0 ? (



addresses.map((address) => <Address key={address.id} {...address} />)
)i (
<EmptyState
title="No shipping address saved"
description="Checkout faster by saving a shipping address"
buttonText="Add Shipping Address"
onClick={handleOpen}
/>
)}
{addresses.length < 3 && addresses.length > 0 && (
<Button
startlcon={<Add />}
variant="outlined"
color="grey"
size="small"
sx={{ width: 'max-content' }}
onClick={handleOpen}
>
Add Shipping Address
</Button>

)}
<CustomModal maxWidth={580} title="Add Shipping
open={isCreateModalOpened} onClose={handleClose}>
<ShippingAddressForm mode="create" afterSubmit={handleClose} />
</CustomModal>
</Stack>
);
b

export default Addresses;

KOMITOHEHT HEADER

import { Badge, Box, Button, IconButton, Stack } from ‘@mui/material’;
import { useSelector } from 'react-redux’;

import { useEffect, useState } from 'react’;

import { useQuery, useQueryClient } from '@tanstack/react-query’;
import Logo from "../Logo’;

import Searchbar from './Searchbar’,

import CustomContainer from '@/components/ui/layout/CustomContainer’;
import Cart from '@/components/features/cart/Cart’,

import { useCart } from '@/hooks/useCart’;

import WishlistService from '@/api/wishlist/wishlist.service';

import { authSelector } from '@/redux/auth/auth.selectors’;

import { GetAllWishlist } from '@/api/wishlist/wishlist.types'’;
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Address"

import { FavoriteBorderOutlined, LocalMallOutlined, PersonOutline, StorefrontOutlined } from

‘@mui/icons-material’;
import { PAGE_LIMIT } from '@/constants’;
const Header: React.FC = () => {
const queryClient = useQueryClient();
const { isAuth } = useSelector(authSelector);
const [isCartOpened, setlsCartOpened] = useState<boolean>(false);
const [scrolled, setScrolled] = useState(false);
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const { data: cart =[] } = useCart();
const { data: wishlistTotal = 0 } = useQuery<GetAllWishlist, Error, number>({
queryKey: ['wishlist', { page: 1, limit: PAGE_LIMIT }],
queryFn: () => WishlistService.getAll({ page: 1, limit: PAGE_LIMIT }),
select: (res) => res.total ?? 0,
placeholderData: () =>
queryClient.getQueryData<GetAllWishlist>(['wishlist', { page: 1, limit: PAGE_LIMIT }]) ??

wishlist: [],
total: O,
}
staleTime: 60000,
enabled: isAuth,

H

useEffect(() => {
const handleScroll = () => {
setScrolled(window.scrollY > 0);

¥

window.addEventListener('scroll’, handleScroll);
return () => window.removeEventListener(‘scroll', handleScroll);

30D

return (
<Box
component="header"
position="sticky"
py={2}
sx={{
top: O,
left: O,
backgroundColor: ‘common.white’,
zIndex: 100,
transition: '‘box-shadow 0.3s',
boxShadow: scrolled ? 2 : 0,

3
>

<CustomContainer>
<Stack flexDirection="row" gap={3} justifyContent="space-between"

alignltems="center">

<Logo />

<Button

startlcon={<StorefrontOutlined />}

size="small"

color="grey"

variant="outlined"

href="/catalog"

sx={{ textTransform: 'none' }}

>

Catalog

</Button>



<Searchbar />
{isAuth ? (
<Stack flexDirection="row" alignltems="center" gap={0.5}>
<lconButton href="/profile/wishlist">
<Badge color="primary" badgeContent={wishlistTotal}>
<FavoriteBorderOutlined />
</Badge>
</lconButton>
<lIconButton onClick={() => setlsCartOpened(true)}>
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<Badge color="primary" badgeContent={cart.reduce((acc, i) => acc + i.quantity, 0)}>

<LocalMallOutlined />
</Badge>
</lconButton>
<Button href="/profile" variant="iconary" color="grey">
<PersonOutline />
</Button>
</Stack>
)i (
<Stack flexDirection="row" gap={2} alignltems="center">
<Button href="/register" color="primary" variant="outlined" size="small">
Sign Up
</Button>
<Button href="/login" color="primary" variant="contained" size="small">
Sign In
</Button>
</Stack>
)}
</Stack>
</CustomContainer>

{isAuth && <Cart isOpened={isCartOpened} handleClose={() => setlsCartOpened(false)}

1>}
</Box>
);
}

export default Header;

KOMITOHEHT FOOTER
import { Box, Grid, Link, Stack, Typography } from "@mui/material”;
import CustomContainer from "@/components/ui/layout/CustomContainer";
import Socials from "./Socials";
import Logo from "../Logo";
import { footerContacts, footerHelpMenu } from "@/data/menus™;
const Footer: React.FC = () => {
return (
<Box component="footer" sx={{ backgroundColor: "common.black" }} py={4}>
<CustomContainer>
<Grid container spacing={4}>
<Grid size={{ xs: 3 }}>
<Stack gap={3}>
<Logo color="light" />
<Socials />
</Stack>
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</Grid>
<Grid size={{ xs: 6 }}>
<Stack gap={2}>
<Typography color="common.white" fontSize={20} fontWeight={500}
textTransform="uppercase">
Get Help
</Typography>
<Stack component="nav" gap={2}>
{footerHelpMenu.map(({ title, href }) => (
<Link href={href} color="grey">
{title}
</Link>
)}
</Stack>
</Stack>
</Grid>
<Grid size={{ xs: 3 }}>
<Stack gap={2}>
<Typography color="common.white" fontSize={20} fontWeight={500}
textTransform="uppercase">
Contacts
</Typography>
<Stack component="nav" gap={2}>
{footerContacts.map(({ title, href }) => (
<Link href={href} color="grey">
{title}
</Link>
)}
</Stack>
</Stack>
</Grid>
</Grid>
</CustomContainer>
</Box>
)i
b

export default Footer;

KOMITOHEHT PROFILE MENU
import { Link, Stack } from "@mui/material;
import { useLocation } from "react-router";
import { profileMenu } from "@/data/menus";
const ProfileMenu: React.FC = () =>{
const location = useLocation();
return (
<Stack gap={0.5}>
{profileMenu.map(({ title, href, icon: Icon }, idx) => {
const isActive = location.pathname === "/profile/${href};
return (
<Link
key={idx}
href={"/profile/${href} }
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variant="plain"
textTransform="uppercase"
color={isActive ? "primary.main™ : "grey.500"}
fontWeight={500}
sx={{
display: "flex",
gap: 1,
alignltems: "center",
p: 1,
transition: "all .15s ease-in-out",
"&:hover": { color: lisActive ? "common.black™ : null },

3

>

<lcon />

{title}
</Link>
);

bl
</Stack>
);
}

export default ProfileMenu;

KOMIIOHEHT PRIVATE ROUTE
import { useSelector } from 'react-redux’;
import { Navigate, Outlet } from 'react-router’;
import Loader from '@/components/ui/loaders/Loader’;
import { authSelector } from '@/redux/auth/auth.selectors';
import { Statuses } from '@/types/enums.types’;
const PrivateRoute: React.FC = () =>{
const { isAuth, status } = useSelector(authSelector);
if (status === Statuses.LOADING) return <Loader />;
if (status === Statuses.ERROR || isAuth) return <Navigate replace to="/login" />;
return <Qutlet />;
b

export default PrivateRoute;

KOMITIOHEHT EMPTY STATE
import { Stack, SvglconTypeMap, Typography } from "@mui/material™;
import { OverridableComponent } from "@mui/material/OverridableComponent™;
type EmptyStateProps = {
icon: OverridableComponent<SvglconTypeMap<object, "svg">>;
title: string;
description: string;
additional?: React.ReactNode;
b
const EmptyState: React.FC<EmptyStateProps> = ({ icon: Icon, title, description, additional })
=> {
return (
<Stack alignltems="center" gap={3} mt={8}>
<lIcon sx={{ width: 64, height: 64, color: "primary.main” }} />
<Stack alignltems="center" gap={1}>



<Typography variant="medium">{title}</Typography>
<Typography>{description}</Typography>
</Stack>
{additional}
</Stack>
);
b
export default EmptyState;

®ANJT HAJIALLTYBAHHB AXIOS
import axios from "axios™;
import AuthService from "@/api/auth/auth.service";
import { normalizeAxiosError } from "@/utils/normalizeAxiosError";
export const instance = axios.create({
baseURL: "${import.meta.env.VITE_API_BASE_URL}/api/vl’,
withCredentials: true,
b
instance.interceptors.response.use(
(response) => response,
async (error) => {
const originalRequest = error.config as any;
const isAuthEndpoint =
originalRequest?.url?.includes("/auth/login™)
originalRequest?.url?.includes("*/auth/register");
if (
error?.response?.status === 401 &&
loriginalRequest?. isRetry &&
loriginalRequest?.url?.includes("/auth/refresh™) &&
lisAuthEndpoint
){
originalRequest._isRetry = true;
try {
await AuthService.refresh();
return instance.request(originalRequest);
} catch (err) {
AuthService.logout();
window.location.href = "/login™;
return Promise.reject(normalizeAxiosError(err));
}
¥

if (YoriginalRequest?.url?.includes(*/auth/refresh™)) {
return Promise.reject(normalize AxiosError(error));
}
}
);
export async function httpGet<T>(url: string, config?: any): Promise<T> {
const { data } = await instance.get<T>(url, config);
return data;

¥

export async function httpPost<T>(url: string, body?: any, config?: any): Promise<T> {

const { data } = await instance.post<T>(url, body, config);
return data;
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}

export async function httpPatch<T>(url: string, body?: any, config?: any): Promise<T> {
const { data } = await instance.patch<T>(url, body, config);
return data;
¥
export async function httpDelete<T>(url: string, config?: any): Promise<T> {
const { data } = await instance.delete<T>(url, config);
return data;

}

DA APP.TSX
import { BrowserRouter, Route, Routes } from 'react-router-dom’;
import { lazy, useEffect } from ‘'react’;
import { useAppDispatch } from './redux/store’;
import PrimaryLayout from './components/layouts/PrimaryLayout’;
import HomeLayout from "./components/layouts/HomeLayout',
import AuthLayout from './components/layouts/AuthLayout’;
import AppLayout from './components/layouts/AppLayout’;
import ProfileLayout from "./components/layouts/ProfileLayout’;
import PrivateRoute from './components/providers/PrivateRoute’;
import PublicRoute from './components/providers/PublicRoute’;
import { refresh } from './redux/auth/auth.actions’;
const RegisterPage = lazy(() => import('@/pages/auth/Register'));
const LoginPage = lazy(() => import('@/pages/auth/Login’));
const ForgotPasswordPage = lazy(() => import('@/pages/auth/ForgotPassword");
const VerifyOtpPage = lazy(() => import('@/pages/auth/\erifyOtp"));
const VerifyOtpSuccessPage = lazy(() => import('@/pages/auth/VerifyOtpSuccess'));
const ResetPasswordPage = lazy(() => import('@/pages/auth/ResetPassword"));
const ResetPasswordSuccessPage = lazy(() => import('@/pages/auth/ResetPasswordSuccess'));
const HomePage = lazy(() => import('@/pages/Home"));
const CatalogPage = lazy(() => import('@/pages/Catalog"));
const CatalogProductPage = lazy(() => import('@/pages/CatalogProduct));
const CheckoutPage = lazy(() => import('@/pages/checkout/Checkout"));
const CheckoutSuccessPage = lazy(() => import('@/pages/checkout/CheckoutSuccess"));
const NotFoundPage = lazy(() => import('@/pages/NotFound"));
const AccountPage = lazy(() => import(‘@/pages/profile/Account’));
const WishlistPage = lazy(() => import('@/pages/profile/Wishlist"));
const SettingsPage = lazy(() => import('@/pages/profile/Settings"));
const ReviewsPage = lazy(() => import(‘@/pages/profile/Reviews"));
const OrdersPage = lazy(() => import(‘@/pages/profile/Orders"));
const ShippingPage = lazy(() => import('@/pages/profile/Shipping"));
const PaymentPage = lazy(() => import('@/pages/profile/Payment’))
const ShippingAndDeliveryPage = lazy(() => import('@/pages/help/ShippingAndDelivery"));
const ReturnsPage = lazy(() => import('@/pages/help/Returns’));
const PaymentOptionsPage = lazy(() => import('@/pages/help/PaymentOptions’));
const ContactUsPage = lazy(() => import('@/pages/help/ContactUs"));
const TermsOfUsePage = lazy(() => import('@/pages/help/TermsOfUse"));
const PrivacyAndPolicyPage = lazy(() => import('@/pages/help/PrivacyAndPolicy'));
function App() {

const dispatch = useAppDispatch();

useEffect(() => {

dispatch(refresh());
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}, [dispatch]);
return (
<BrowserRouter>
<Routes>
<Route element={<AuthLayout />}>
<Route element={<PublicRoute />}>
<Route path="/register" element={<RegisterPage />} />
<Route path="/login" element={<LoginPage />} />
</Route>
<Route path="/forgot-password" element={<ForgotPasswordPage />} />
<Route path="/verify-otp" element={<VerifyOtpPage />} />
<Route path="/verify-otp-success" element={<VerifyOtpSuccessPage />} />
<Route path="/reset-password" element={<ResetPasswordPage />} />
<Route path="/reset-password-success" element={<ResetPasswordSuccessPage />} />
</Route>
<Route element={<AppLayout />}>
<Route element={<HomeLayout />}>
<Route path="/" element={<HomePage />} />
</Route>
<Route element={<PrimaryLayout />}>
<Route path="/catalog" element={<CatalogPage />} />
<Route path="/catalog/:slug" element={<CatalogProductPage />} />
<Route path="*" element={<NotFoundPage />} />
<Route path="/shipping-and-delivery" element={<ShippingAndDeliveryPage />} />
<Route path="/returns" element={<ReturnsPage />} />
<Route path="/payment-options" element={<PaymentOptionsPage />} />
<Route path="/contact-us" element={<ContactUsPage />} />
<Route path="/terms-of-use" element={<TermsOfUsePage />} />
<Route path="/privacy-and-policy" element={<PrivacyAndPolicyPage />} />
<Route element={<PrivateRoute />}>
<Route path="/checkout" element={<CheckoutPage />} />
<Route path="/checkout/success" element={<CheckoutSuccessPage />} />
<Route element={<ProfileLayout />} path="/profile">
<Route path="" element={<AccountPage />} />
<Route path="wishlist" element={<WishlistPage />} />
<Route path="settings" element={<SettingsPage />} />
<Route path="reviews" element={<ReviewsPage />} />
<Route path="orders" element={<OrdersPage />} />
<Route path="shipping-address" element={<ShippingPage />} />
<Route path="payment" element={<PaymentPage />} />
</Route>
</Route>
</Route>
</Route>
</Routes>
</BrowserRouter>

);
}
export default App;

®ANJI CXEMU BA3U JAHHUX
generator client {



provider = "prisma-client-js"
}
datasource db {
provider = "postgresql”
url  =env("DATABASE_URL")
}
enum LogLevel {
INFO  @map("Info™)
WARN  @map("Warn™)
ERROR @map("Error")
SECURITY @map("Security™)
}
enum ShipmentStatuses {
DELIVERED @map("Delivered")
}
enum PaymentMethods {
PAYPAL @map("Paypal")
CARD @map("Card")
AMAZON @map("Amazon")
}
enum ShippingMethods {
COURIER @map(“courier")
DHL @map("dhl™)
PICKUP @map("pickup™)
}
enum Sizes {
XXS
XS
S
M
L
XL
XXL
XXXL
}
enum Rating {
ONE @map("1")
TWO @map("2")
THREE @map("3")
FOUR @map("4")
FIVE @map("5")

model User {
id String @id @default(uuid()) @db.Uuid
email String @unique

firstName  String @map(*first_name")
lastName  String @map("last_name")
passwordHash String @map(“password_hash™)
session Session[]

review Review(]

cart Cart[]

passwordReset PasswordReset[]
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wishlist ~ Wishlist[]

order Order[]

payment  Payment[]

addresses  ShippingAddress[]

createdAt DateTime @default(now()) @map(“created_at™)
updatedAt DateTime @updatedAt @map("updated_at")
@@map("users")

model Session {
id String @id @default(uuid()) @db.Uuid
userld  String @map(*“user_id") @db.Uuid
refreshToken String @unique @map(*'refresh_token")
ip String?
userAgent String? @map("user_agent™)
deviceType String? @map("device_type")
0s String?
browser  String?
country  String?
expiresAt DateTime @map(“expires_at")
user User @relation(fields: [userld], references: [id])
createdAt DateTime @default(now()) @map(“created_at™)
updatedAt DateTime @updatedAt @map(“updated_at")
@@index([userld])
@@map("sessions™)

¥

model Category {
id String @id @default(uuid()) @db.Uuid
name String
slug String @unique
products Product([]
createdAt DateTime @default(now())
updatedAt DateTime @updatedAt

@@map("categories™)

}
model Product {

id String @id @default(uuid()) @db.Uuid

title  String
description String
slug String

posterUrl String @map(*"poster_url™)

price  Float

discount Float?

available Boolean

categoryld String  @map(“category_id") @db.Uuid
category Category @relation(fields: [categoryld], references: [id])
sizes  Sizes|[] @default([])

review Review[]

cartltem Cartltem[]

images Productimage[]

wishlist Wishlist[]

orderltem Orderltem[]

createdAt DateTime @default(now()) @map(“created_at")
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updatedAt DateTime @updatedAt @map(“updated_at")
@@unique([slug])

@@index([available])

@@index([price])

@@map("products™)

model Productimage {
id String @id @default(uuid()) @db.Uuid
productld String @map(*“product_id") @db.Uuid
url String
alt  String?
product Product @relation(fields: [productld], references: [id])
createdAt DateTime @default(now()) @map(“created_at™)
@@map("products_images")

}

model Review {
id String @id @default(uuid()) @db.Uuid
userld String @map("user_id") @db.Uuid
productld String @map("product_id") @db.Uuid
comment String
rating Rating
user User @relation(fields: [userld], references: [id])
product Product @relation(fields: [productld], references: [id])
createdAt DateTime @default(now()) @map(“created_at™)
updatedAt DateTime @updatedAt @map(“updated _at")
@@unique([userld, productld])
@@index([productld])
@@map(“reviews")

}
model Cart {

id String @id @default(uuid()) @db.Uuid
userld String ~ @map(“user_id") @db.Uuid
items Cartltem([]
user User @relation(fields: [userld], references: [id])
createdAt DateTime @default(now()) @map(“created_at™)
updatedAt DateTime @updatedAt @map(“updated_at")
@@unique([userld])
@@map(“cart")

}

model Cartltem {
id String @id @default(uuid()) @db.Uuid
cartld String @map(“cart_id") @db.Uuid
productld String @map("product_id") @db.Uuid
quantity Int
size  Sizes
product Product @relation(fields: [productld], references: [id])
cart Cart @relation(fields: [cartld], references: [id], onDelete: Cascade)
createdAt DateTime @default(now()) @map(“created_at™)
updatedAt DateTime @updatedAt @map("updated_at™)
@@unique([cartld, productld, size])
@@map(“cart_items")
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model PasswordReset {
id String @id @default(uuid()) @db.Uuid
userld String @map(“user_id") @db.Uuid
otp String
used Boolean @default(false)
user User @relation(fields: [userld], references: [id])
createdAt DateTime @default(now()) @map(“created_at™)
updatedAt DateTime @updatedAt @map("updated_at")
expiresAt DateTime @map(“expires_at")
@@index([userld])

@@map(“"password_resets")

¥

model Wishlist {
id  String @id @default(uuid()) @db.Uuid
userld String @map("user_id") @db.Uuid
productld String @map("product_id") @db.Uuid
user User @relation(fields: [userld], references: [id])
product Product @relation(fields: [productld], references: [id])
createdAt DateTime @default(now()) @map(“created_at™)
@@unique([userld, productld])
@@index([productld])
@@map("wishlists™)

}
model Order {
id String @id @default(uuid()) @db.Uuid
userld String @map("user_id") @db.Uuid
orderNumber Int @default(autoincrement()) @map(“order_number")

shippingAddress String @map("shipping_address")
trackingNumber String @map("tracking_number")
subtotal Float
shipmentCost Float @default(20) @map("'shipment_cost")
shippingMethod ShippingMethods @map(*'shipping_method")
paymentMethod PaymentMethods @map("payment_method")
status ShipmentStatuses @default(DELIVERED)
user User @relation(fields: [userld], references: [id])
items Orderltem[]
createdAt DateTime @default(now()) @map(“created_at™)
@@index([userld])
@@map("orders")

¥

model Orderltem {
id  String @id @default(uuid()) @db.Uuid
productld String @map("product_id") @db.Uuid
orderld String @map(“order_id") @db.Uuid
quantity Int
price  Float
discount Float?
size  Sizes
product Product @relation(fields: [productld], references: [id])
order Order @relation(fields: [orderld], references: [id])
createdAt DateTime @default(now()) @map(“created_at")
@@unique([orderld, productld, size])
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@@index([productld])
@@map("order_items")

}

model Log {

id String @id @default(uuid()) @db.Uuid
timestamp DateTime @default(now())

level LogLevel

action String

userld String? @map(“user_id") @db.Uuid
ip String?

userAgent String? @map("user_agent™)
status  String?

message String?

metadata Json?

@@index([timestamp])

@@index([level])

@@index([userld])

@@map("logs")

¥
model ShippingAddress {
id String @id @default(uuid()) @db.Uuid
userld String @map(“user_id") @db.Uuid
address String
primary Boolean
user User @relation(fields: [userld], references: [id])
createdAt DateTime @default(now()) @map(“created_at™)
updatedAt DateTime @updatedAt @map(“updated _at")

@@index([userld])
@@map("shipping_addresses™)

model Payment {
id String @id @default(uuid()) @db.Uuid
userld  String @map("user_id") @db.Uuid
method PaymentMethods
primary Boolean
email  String?
cardlssuer String? @map(“card_issuer")
last4  String? @map(“card_number")
cardHolder String? @map(“card_holder")
user User @relation(fields: [userld], references: [id])
createdAt DateTime @default(now()) @map(“created_at™)
updatedAt DateTime @updatedAt @map(“updated_at")
@@index([userld])
@@map("payment_methods")

¥

CEPBIC AUTH
import {
ConflictException,
Injectable,
Logger,
NotFoundException,
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UnauthorizedException,
} from '@nestjs/common’;
import { ConfigService } from '@nestjs/config’;
import { JwtService } from '@nestjs/jwt’;
import { MailerService } from '@nestjs-modules/mailer’;
import { randomint } from ‘crypto’;
import * as bcrypt from "berypt';
import { PrismaService } from 'src/prisma/prisma.service’;
import { LogService } from 'src/common/logging/log.service’;
import { UserService } from '../user/user.service'
import { CreateSessionDto } from './dto/create-session.dto’;
import { RegisterDto } from "./dto/register.dto’;
import { LoginDto } from "./dto/login.dto’;
import { VerifyOtpDto } from "./dto/verify-otp.dto';
import { ResetPasswordDto } from "./dto/reset-password.dto’;
import { ChangePasswordDto } from "./dto/change-password.dto’;
@Injectable()
export class AuthService {
private readonly logger = new Logger(AuthService.name);
constructor(
private readonly prisma: PrismaService,
private readonly jwtService: JwtService,
private readonly configService: ConfigService,
private readonly logService: LogService,
private readonly mailerService: MailerService,
private readonly userService: UserService,
) {3
async validateUser(email: string, password: string) {
const user = await this.prisma.user.findUnique({
where: { email },
b
if ('user) return null;
const isValid = await bcrypt.compare(password, user.passwordHash);
if (fisValid) return null;
return user;
}
private createResetToken(userld: string) {
return this.jwtService.sign(
{ id: userld, type: 'reset' },
{
secret: this.configService.get<string>(JWT_RESET_SECRET),
expiresin: '15m’,
h
);
}
private verifyResetToken(token: string) {
try {
const payload = this.jwtService.verify(token, {
secret: this.configService.get<string>('JWT_RESET_SECRET),
b
if (payload.type == "reset’) throw new Error('Invalid token type');
return payload.id;



} catch (err) {
console.error('"JWT verification error:', err);
throw new Error(‘'Invalid or expired token");

¥
¥

private async generateTokens(userld: string) {
const payload = { id: userld };
const accessToken = await this.jwtService.signAsync(payload, {
secret: this.configService.get<string>('JWT_ACCESS_SECRET",
expiresin: '15m’,
b
const refreshToken = await this.jwtService.signAsync(payload, {
secret: this.configService.get<string>('JWT_REFRESH_SECRET),
expiresin: '7d',
b
return { accessToken, refreshToken };
}
async createSession(data: CreateSessionDto) {
await this.prisma.session.create({ data });
¥
async register(dto: RegisterDto) {
const { email, password, firstName, lastName } = dto;
this.logger.log("Register attempt with email: ${email});
const existingUser = await this.prisma.user.findUnique({
where: { email },
b
if (existingUser) {
this.logger.error('User with this email already exists");
await this.logService.write({
level: 'ERROR’,
action: 'auth.register’,
status: 'fail’,
message: 'User already exists',
metadata: { dto },
b

throw new ConflictException('User with this email already exists');
}
const passwordHash = await bcrypt.hash(password, 10);
const user = await this.prisma.user.create({
data: {
email,
firstName,
lastName,
passwordHash,
h
b

this.logger.log("Registration successful with email: ${user.email}’);
await this.logService.write({

level: 'INFO’,

action: 'auth.register’,

userld: user.id,

status: 'success',
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b
}
async login({ email, password }: LoginDto) {
this.logger.log("Login attempt: ${email}");
const user = await this.validateUser(email, password);
if (luser) {
this.logger.warn("Login failed: ${email}");
await this.logService.write({
level: 'SECURITY",
action: 'auth.login’,
status: ‘fail’,
message: 'Invalid credentials’,
metadata: { email },

b

throw new UnauthorizedException(‘Invalid email or password");
¥
const tokens = await this.generateTokens(user.id);
this.logger.log("Login success: ${user.id}’);
await this.logService.write({

level: 'INFO’,

action: 'auth.login’,

userld: user.id,

status: 'success',

b

return { ...tokens, userld: user.id };
¥
async refreshTokens(userld: string, oldRefreshToken: string) {
const session = await this.prisma.session.findUnique({
where: { refreshToken: oldRefreshToken },
b;
if (Isession || session.userld !'==userld) {
throw new UnauthorizedException(‘Invalid refresh token’);
}
const { accessToken, refreshToken } = await this.generateTokens(userld);
await this.prisma.session.update({
where: { id: session.id },
data: {
refreshToken,
expiresAt: new Date(
Date.now() +
parselnt(this.configService.get<string>('JWT_REFRESH_EXPIRY")!),
),
1
b
return { accessToken, refreshToken };
¥
async sendForgotPasswordOtp(email: string) {
this.logger.log("Password reset request: ${email}’);
const user = await this.prisma.user.findUnique({ where: { email } });
if (Tuser) {
this.logger.warn(
“Password reset request for non-existent user: ${email}",



);
return;
}
const otp = randomInt(1000, 9999);
await this.prisma.passwordReset.deleteMany({
where: { userld: user.id, used: false },
b
await this.prisma.passwordReset.create({
data: {
userld: user.id,
otp: otp.toString(),
expiresAt: new Date(Date.now() + 1000 * 60 * 30),
3
b

await this.mailerService.sendMail({
to: user.email,
subject: 'Reset password’,
template: ‘forgot-password’,
context: {
email,
otp,
}
b
this.logger.log("Password reset email sent: ${user.id}");
await this.logService.write({
level: 'INFO’,
action: 'auth.forgotPassword',
userld: user.id,
status: 'success’,
b
}
async verifyOtp(dto: VerifyOtpDto) {

const { otp, email } = dto;
this.logger.log("Verify otp attempt with otp: ${otp}...");

const user = await this.prisma.user.findUnique({ where: { email } });

if (luser) throw new NotFoundException(‘User not found’);
const resetData = await this.prisma.passwordReset.findFirst({
where: {
userld: user.id,
otp,
expiresAt: { gte: new Date() },
used: false,
I3
b
if ('resetData) {
this.logger.warn("Invalid or expired reset token: ${otp}...");
await this.logService.write({
level: 'SECURITY",
action: 'auth.’,
status: ‘fail’,
message: 'Invalid or expired reset token',

H;
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throw new UnauthorizedException(‘Invalid or expired reset token');
}
await this.prisma.passwordReset.update({

where: { id: resetData.id },

data: { used: true },
b

return this.createResetToken(user.id);
¥
async changePassword(userld: string, dto: ChangePasswordDto) {
this.logger.log("Change Password attempt: ${userld}");
await this.userService.get(userld);
const userData = await this.prisma.user.findUnique({
where: { id: userld },
select: { passwordHash: true },
b
const isPasswordValid = await bcrypt.compare(
dto.oldPassword,
userData!.passwordHash,
);
if (isPasswordValid) {
await this.logService.write({
level: 'SECURITY",
action: 'auth.changePassword',
status: 'fail’,
message: 'Invalid credentials’,
userld,

H;

throw new UnauthorizedException("Current password doesn't match");
}
const newPasswordHash = await bcrypt.hash(dto.newPassword, 10);
await this.prisma.user.update({
where: { id: userld },
data: { passwordHash: newPasswordHash },
b
this.logger.log("Change password success: ${userld}");
await this.logService.write({
level: 'INFO’,
action: 'auth.changePassword',
userld,
status: 'success’,
b
}

async resetPassword(dto: ResetPasswordDto) {
const { resetToken, password } = dto;
this.logger.log("Password reset attempt with token: ${resetToken}...");
const userld = this.verifyResetToken(resetToken);
if (tuserld) {
this.logger.warn("Invalid or expired reset token: ${resetToken}...");
await this.logService.write({
level: 'SECURITY",
action: 'auth.resetPassword',
status: 'fail’,
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message: 'Invalid or expired reset token’,

b

throw new UnauthorizedException(‘Invalid or expired reset token');
}
const newPasswordHash = await bcrypt.hash(password, 10);
await this.prisma.user.update({

where: { id: userld },

data: { passwordHash: newPasswordHash },
b
this.logger.log("Password reset successful: ${userld}");
await this.logService.write({

level: 'INFO’,

action: 'auth.resetPassword’,

userld,

status: 'success’,
b

}

async logout(refreshToken: string) {
if (‘refreshToken) return;
const session = await this.prisma.session.findUnique({
where: { refreshToken },
b
if (session) {
await this.prisma.session.delete({ where: { refreshToken } });
this.logger.log("Logout is succesful for user: ${session.userld});
await this.logService.write({
level: 'INFO',
action: 'auth.logout,
userld: session.userld,
status: 'success’,
b
}
}

async logoutFromAnotherSession(userld: string, sessionld: string) {
this.logger.log("Logout attempt session with id: ${sessionld}");
await this.prisma.session.delete({
where: { id: sessionld, userld },
b
this.logger.log("Logout session with id successful: ${sessionld}");
await this.logService.write({
level: 'INFO',
action: 'auth.logoutld’,
userld,
message: 'success’,
b
}
async logoutAll(userld: string, refreshToken: string) {
this.logger.log("Logout all sessions attempt user: ${userld}");
await this.prisma.session.deleteMany({
where: { userld, NOT: { refreshToken } },
b

this.logger.log("Logout all sessions is successful user: ${userld}");



await this.logService.write({
level: 'INFO’,
action: 'auth.logoutAll’,
userld,
message: 'success’,
b
¥

async getSessions(userld: string, currentRefreshToken: string) {
const sessions = await this.prisma.session.findMany({

where: { userld, expiresAt: { gt: new Date() } },

select: {
id: true,
deviceType: true,
0s: true,
country: true,
refreshToken: true,
createdAt: true,

}
take: 5,
H;
return sessions.map(({ refreshToken, ...s }) => ({
.S,
isCurrent: refreshToken === currentRefreshToken,
1))k
}

}

CEPBIC CART
import { Injectable, NotFoundException } from '@nestjs/common’;
import { PrismaService } from 'src/prisma/prisma.service’;
import { ProductService } from "../product/product.service’;
import { UpdateCartDto } from './dto/update-cart.dto’;
import { DeleteFromCartDto } from './dto/delete-from-cart.dto’;
@Injectable()
export class CartService {
constructor(
private readonly prisma: PrismaService,
private readonly productService: ProductService,
) {3
async getCart(userld: string) {
const cart = await this.prisma.cart.findUnique({
where: { userld },
select: {
items: {
orderBy: { createdAt: 'desc' },
select: {
id: true,
quantity: true,
size: true,
product: {
select: {
id: true,
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title: true,
posterUrl: true,
price: true,
discount: true,
h
h
h
h
}
b

return cart?.items || [];

async updateCart(userld: string, dto: UpdateCartDto) {
const { productld, size, change } = dto;
await this.productService.get(productld);
const isSizeAvailable = await this.prisma.product.findUnique({
where: { id: productld, sizes: { has: size } },
b
if (tisSizeAvailable) {
throw new NotFoundException("Size ${size} is not found for this product’);
}
const cart = await this.prisma.cart.upsert({
where: { userld },
update: {},
create: { userld },
b
const existingltem = await this.prisma.cartltem.findUnique({
where: {
cartld_productld_size: {
cartld: cart.id,
productld,
size,
h
H
b
if (existingltem) {
let newQuantity = existingltem.quantity + change;
if (newQuantity < 1) newQuantity = 1;
if (newQuantity > 5) newQuantity = 5;
await this.prisma.cartltem.update({
where: {
cartld_productld_size: {
cartld: cart.id,
productlid,
size,
h
3
data: {
guantity: newQuantity,
H
b
} else if (change > 0) {

86



await this.prisma.cartltem.create({
data: {
cartld: cart.id,
productld,
size,
quantity: 1,

b
}
}

async deleteFromCart(userld: string, dto: DeleteFromCartDto) {

const cart = await this.prisma.cart.findUnique({
where: { userld },

H

if (Icart) throw new NotFoundException(‘Cart not found");
try {
await this.prisma.cartltem.delete({
where: {
id: dto.id,
cartld: cart.id,
3
b
} catch {
throw new NotFoundException(‘ltem not found in cart');
}
¥
}

CEPBIC KATEI'OPII1
import {
BadRequestException,
ConflictException,
Injectable,
InternalServerErrorException,
} from '@nestjs/common’;
import { Prisma } from '@prisma/client’;
import { PrismaService } from 'src/prisma/prisma.service’;
import { CreateCategoryDto } from './dto/create-category.dto’;
@Injectable()
export class CategoriesService {
constructor(private readonly prisma: PrismaService) {}
async all() {
return this.prisma.category.findMany({
orderBy: { name: 'desc' },
select: {
name: true,
slug: true,
h
b
¥
async create(dto: CreateCategoryDto) {

try {
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await this.prisma.category.create({

data: dto,
b
} catch (err) {
if (
err instanceof Prisma.PrismaClientKnownRequestError &&
err.code === 'P2002'
){

throw new ConflictException('Category with this slug already exists’);

}
throw new InternalServerErrorException(‘Failed to create category’);
}
}
async remove(categoryld: string) {
try {
await this.prisma.category.delete({ where: { id: categoryld } });
} catch (err) {
if (err instanceof Prisma.PrismaClientKnownRequestError) {
throw new BadRequestException("Category with this id doesn't exist");
}
throw new InternalServerErrorException(‘Failed to delete category");
}
}
}

MOIVYJIb TIOIITOBOI'O KJIIEHTA
import { ConfigModule, ConfigService } from '@nestjs/config’;
import { Module } from '@nestjs/common’;
import { MailerModule } from '@nestjs-modules/mailer’;
import { HandlebarsAdapter } from '‘@nestjs-modules/mailer/dist/adapters/handlebars.adapter’;
import { join } from 'path’;
@Module({
imports: [
MailerModule.forRootAsync({
imports: [ConfigModule],
inject: [ConfigService],
useFactory: (configService: ConfigService) => ({
transport: {
service: 'gmail’,
host: 'smtp.gmail.com’,
port: 465,
secure: true,
auth: {
user: configService.get<string>(SMTP_USER),
pass: configService.get<string>('SMTP_PASS"),
2
3
defaults: {
from: "'Sandrela™ <noreply@sandrela.xyz>',
2
template: {
dir: join(__dirname, 'templates’),



adapter: new HandlebarsAdapter(),
options: { strict: true },
}
b
b,
]

exports: [MailerModule],

by
export class MailModule {}

CEPBIC USER
import { Injectable, NotFoundException } from '@nestjs/common’;
import { PrismaService } from 'src/prisma/prisma.service’;
import { UpdateUserDto } from './dto/update-user.dto';
@Injectable()
export class UserService {
constructor(private readonly prisma: PrismaService) {}
async get(id: string) {
const user = await this.prisma.user.findUnique({
where: {id },
select: {
id: true,
email: true,
firstName: true,
lastName: true,
H
b;
it (Tuser) {
throw new NotFoundException('User is not found');

}

return user;

async update(id: string, dto: UpdateUserDto) {
await this.get(id);
await this.prisma.user.update({
where: {id },
data: dto,
b
}
}

CEPBIC 3ABAHTAXEHHS KAPTUHOK HA XMAPY
import { Injectable, HttpException, HttpStatus } from '@nestjs/common’;
import { S3Client, PutObjectCommand } from '@aws-sdk/client-s3';
import axios from 'axios’;
import * as sharp from ‘sharp’;
import { v4 as uuidv4 } from 'uuid’;
import { ConfigService } from '@nestjs/config’;
@Injectable()
export class R2Service {
private s3: S3Client;
private bucket: string;
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private apiEndpoint: string;
constructor(private readonly configService: ConfigService) {
this.bucket = this.configService.getOrThrow<string>('R2_BUCKET);
this.apiEndpoint = this.configService.getOrThrow<string>('S3_API");
this.s3 = new S3Client({
region: 'auto’,
endpoint: this.apiEndpoint,
credentials: {
accessKeyld: this.configService.getOrThrow<string>('R2_ACCESS_KEY _ID"),
secretAccessKey: this.configService.getOrThrow<string>(
'R2_SECRET_ACCESS_KEY",

async uploadFromUrl(imageUrl: string): Promise<string> {
try {
const response = await axios.get(imageUrl, {
responseType: 'arraybuffer’,
b
const buffer = Buffer.from(response.data);
const webpBuffer = await sharp(buffer)
resize({
width: 800,
height: 1000,
fit: 'inside’,
by,

webp({ quality: 95 })
toBuffer();

const key = “uploads/${uuidv4()}.webp’;
await this.s3.send(
new PutObjectCommand({
Bucket: this.configService.get<string>('R2_BUCKET"),
Key: key,
Body: webpBuffer,
ContentType: 'image/webp’,
)D,
const url = “${this.configService.get<string>('R2_PUBLIC") }/${key} ;
return url;
} catch (error) {
console.error('Upload failed full error:', error);
throw new HttpException("Failed to upload image”, HttpStatus.BAD_REQUEST);

¥
¥
¥

®AMNJIT APP.MODULE.TS

import { Module } from '@nestjs/common’;

import { ConfigModule } from '@nestjs/config’;

import { APP_FILTER, APP_GUARD } from '@nestjs/core’;
import { ThrottlerGuard, ThrottlerModule } from '@nestjs/throttler’;
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import { PrismaModule } from "./prisma/prisma.module’;
import { AuthModule } from './modules/auth/auth.module’;
import { LogService } from ./common/logging/log.service’;
import { AllExceptionsFilter } from "./common/filters/all-exception.filter';
import { UserModule } from "./modules/user/user.module’;
import { GeoModule } from './modules/geo/geo.module’;
import { ProductModule } from *./modules/product/product.module’;
import { CartModule } from "./modules/cart/cart.module’;
import { ReviewModule } from './modules/review/review.module’;
import { WishlistModule } from './modules/wishlist/wishlist. module';
import { OrderModule } from './modules/order/order.module’;
import { AddressModule } from "./modules/address/address.module’;
import { PaymentModule } from './modules/payment/payment.module’;
import { R2ZModule } from "./modules/r2/r2.module’;
import { CategoriesModule } from "./modules/categories/categories.module’;
import { DevOnlyGuard } from './common/guards/dev-only.guard’;
@Module({
imports: [
ConfigModule.forRoot({
isGlobal: true,
envFilePath: [
“env.${process.env.NODE_ENV || 'development}’,
.env.development,

env,
1

bk
ThrottlerModule.forRoot({ throttlers: [{ ttl: 60000, limit: 10000 }] }),

PrismaModule,
AuthModule,
UserModule,
GeoModule,
ProductModule,
CartModule,
ReviewModule,
WishlistModule,
OrderModule,
AddressModule,
PaymentModule,
R2Module,
CategoriesModule,
I
controllers: [],
providers: [
LogService,
{
provide: APP_FILTER,
useClass: AllExceptionsFilter,

I
{

provide: APP_GUARD,
useClass: ThrottlerGuard,

2



{
provide: APP_GUARD,

useClass: DevOnlyGuard,
}
I

)

e

xport class AppModule {}

DA MAIN.TS

import helmet from 'helmet’;

import * as cookieParser from 'cookie-parser’;
import * as requestlp from 'request-ip’;

import * as express from ‘express’;

import { NestFactory } from '@nestjs/core’;
import { ValidationPipe } from ‘@nestjs/common’;
import { AppModule } from "./app.module’;
import { ConfigService } from '@nestjs/config’;
async function bootstrap() {

}
b

const app = await NestFactory.create(AppModule);
const configService = app.get(ConfigService);
app.use(helmet());
const corsEnv = configService.get<string>('FRONTEND_URL");
const origins = corsenv
? corsEnv.split(',").map((s) => s.trim())
: ['http://localhost:51737;
app.enableCors({
origin: origins,
methods: ['GET', 'POST', 'PUT', 'PATCH', 'DELETE', 'OPTIONS,
credentials: true,
b
app.useGlobalPipes(
new ValidationPipe({
transform: true,
whitelist: true,
1,

);
app.setGlobalPrefix(‘api/vl’;

app.use(cookieParser());

app.use(requestip.mw());

app.use(express.json({ limit: '500kb' }));
app.use(express.urlencoded({ limit: '500kb’, extended: true }));
await app.listen(process.env.PORT ?? 3000);

ootstrap();
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