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"Man creates the environment
environment in its content and likeness "
Elise Reclus (French geographer)

In the course of a hybrid war, control is established over information flows, as
formal ones (media, educational structures, social networks, networks, etc.), and
informal, disseminated through rumors, opinions, "fake" news. The so-called
information front of the hybrid war is being formed, aimed at the formation of a kind
of "mainstream" of opinions, which has a decisive influence on the change in the right
direction of ideological attitudes within the selected target groups.

As a result, this leads to a blurring of the fragility of the line between war and
peace, and increased competition. It is difficult to understand what is true and what is
not, there are new uncertainties and risks that hide the initiators of the war, the tools
used to influence the enemy, the goals they pursue. Creating such unpredictability and
instability is at the heart of the hybrid warfare strategy.

Hybrid threats as an instrument of hybrid war include propaganda and political
actions, economic coercion, illegal actions and military actions that destabilize the
situation between both domestic competitors and in relations between states.

At the same time, a system of values to oneself and the environment can be
spoiled and is also the result of a defeat for a certain country or enterprise (Bondar-
Pidhurska, 2016; Bondar-Pidhurska, Solovyov, 2017; Bondar-Pidhurska, 2014,
Bondar-Pidhurska, Kornienko, Kiyantseva, 2020).
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Thus, environmental degradation, lack of the necessary access to natural
resources and the cross-border movement of hazardous materials increase the
likelihood of conflicts and thus pose threats not only to the safety of individuals and
enterprises, but also to the national security of entire countries.

Transboundary pollution is often the cause of sharp disagreements between
neighboring states with a common resource base. Threats to stability, peace and
security also arise from such factors as risks to human health and forced migration
(which can be caused, for example, by a lack of water), inequitable distribution of land
resources, the presence of uncontrolled stocks of obsolete pesticides or other hazardous
waste.

Ongoing disagreements over the management of natural resources, which two
or more neighboring states claim the right to use, may lead to aggravation of relations
between them and even to an armed conflict. At the same time, the joint solution of
problems related to the use of natural resources leads to the rapprochement of peoples.
Individual regions or entire countries can build trust in one another if they work
together to improve the environment and improve the efficiency of natural resource
management.

Thus, cooperation in the field of environmental protection can and should
become an important mechanism for conflict prevention and peaceful coexistence
(ENVSEC - Initiative "Environment and Security", 2016).

The importance of environmental quality for development is reflected in the
Millennium Development Goals (MDGs), which arose on the basis of agreements and
resolutions adopted at international conferences held by the United Nations. The
MDGs are widely recognized as a tool for assessing development progress. In the
framework of the Millennium Development Goals, environmental aspects of
development are referred to Goal 7 “Ensuring environmental sustainability”, which
sets targets such as integrating sustainable development principles into national
strategies and programs, reversing the loss of natural resources and increasing the
availability of environmental services. If environmental sustainability is not ensured,
the fulfillment of the remaining Millennium Development Goals will be possible, at
best, in the short term.

Of course, improving the state of the environment will not solve all the problems
facing humanity, but many of the Millennium Development Goals are closely related
to environmental objectives, and active measures to protect the environment can be one
of the most cost-effective mechanisms for achieving many Millennium Development
Goals (McGrath, 2018).

In addition, we can avoid the greenhouse scenario, but this will require a
fundamental rethinking of our attitude to the planet. Climate change and other global
problems indicate that humans are having a negative impact on the entire Earth
system. But it also means that we, as a global community, can regulate our
relationship with the natural system to prevent planetary catastrophes that may occur
in the future. So by the middle of this century, we need to stop burning fossil fuels. It

Is also necessary to plant as many trees as possible, protect forests, invent a way to
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neutralize the harmful effects of solar radiation and develop machines that will
extract carbon from the air (Planet at risk of heading towards “Hothouse Earth” state,
2018).

A complete reorientation of human values, notions of justice, behavior and
technology is needed. We must all become voluntary helpers of the Earth.

Thus, countering hybrid challenges should involve the development and
implementation of new innovative technologies aimed at reducing harmful emissions
into the environment. At the same time, the issue of formation of ecological
consciousness of employees and the ecological code of enterprises that have an impact
on the environment is actualized. Therefore, innovative technologies and
environmental awareness should be considered as factors in managing the
competitiveness of enterprises in the face of hybrid threats to sustainable development
today.
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